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ABSTRACT

Testing is an integral part of software engineering to ensure
that software functions as expected. However, exhaustive
testing is often costly and infeasible. Combinatorial Test-
ing (CT) is employed in industry to increase coverage while
reducing the number of test cases. This paper conducts a
Systematic Literature Review (SLR) to explore how CT is
applied across various industry sectors, identify the tools
utilized, and summarize the benefits, limitations, and draw-
backs reported. A total of 37 publications with relevant
information were identified and analyzed.

CT finds widespread application across various domains,
such as autonomous driving and data management systems.
Numerous tools and approaches have been developed to fa-
cilitate the creation of CT test suites, along with the un-
derlying combinatorial models used for test generation. Re-
search papers emphasize a multitude of advantages of CT,
especially regarding efficiency in producing test suites with
high coverage and small size. Additionally, CT offers sig-
nificant benefits in terms of defect detection and resource
optimization. However, there is also a set of factors that
make the application of CT impractical, including the up-
front effort required for tool integration and the necessity of
substantial domain knowledge.

Categories and Subject Descriptors

D.2 [Software]: Software Engineering; D.2.5 [Testing and De-
buggingg|: Testing— Combinatorial Testing

Keywords

Combinatorial Testing, Industry, Systematic Literature Re-
view

1. INTRODUCTION

"Exhaustive testing is infeasible” |1} |2| |3]. This holds true
for many real-world applications due to the number of possi-
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ble combinations of parameters and values that would have
to be considered. CT is praised to offer a partial solution to
this problem as statistically, only a small number of param-
eters are involved in failures, so it is enough to test the com-
binations of those parameters instead of all possible combi-
nations [4].

This paper conducts a SLR to find out about the practical
application of CT in industry. It examines which industries
are using CT, the benefits and problems are highlighted and
the tools used. First, Chapter [2| provides an introduction
to CT. Then, Chapter [3| explains how the steps of an SLR
were applied in the context of this topic. Finally, Chapter
presents the findings, while Chapter [?] discusses threats to
validity for the findings. Lastly, Chapter [f] summarizes the
results.

2. COMBINATORIAL TESTING

Empirical observations suggest that "most failures are in-
duced by single factor faults or by the joint combinatorial
effect (interaction) of two factors, with progressively fewer
failures induced by interactions between three or more fac-
tors” [4]. This observation is summarized in the interaction
rule, and means that a test coverage equivalent to exhaustive
testing can be practically reached by testing all ¢-tuples of
parameters, where ¢ describes the interaction strength that
can be relatively low according to the interaction rule [5]. If
for example all errors of a system are likely triggered by a
combination of four or less parameters, it is enough to test
all 4-way (which includes 3-way, pairwise and single) pa-
rameter combinations as opposed to testing every possible
combination exhaustively.

The focus on parameter combinations summarizes the idea
of CT and highlights the benefit that the number of test
cases can be drastically reduced compared to actual exhaus-
tive testing, while still providing a sense of exhaustive test-
ing. Furthermore, CT considers that there are combinations
of parameters and values that are invalid in a system, for
example because they would not occur together in the real
world, and avoids the generation of test cases for those com-
binations, making the resulting suite more representative for
the real relationship between parameters [4].

3. METHODOLOGY

This paper applies a SLR to conduct the research. An
SLR is a methodology used to systematically gather and
process information from research related to a given topic.



It aims to synthesize findings, provide an overview of the
current state of research, and identify existing gaps. The
key to an SLR is its systematic organization. This system-
atic approach yields the benefit that researcher biases are
avoided: While biases from primary sources can still carry
over to the results, the methodology ensures that for ex-
ample not individual papers are selected based on the initial
idea of the outcome of the researcher. Furthermore, the pro-
cess is designed to be reproducible to a certain degree (e.g.
query results may change over time) and make the process
more transparent [6]. Individual steps can be independently
conducted by multiple authors, with a process in place to
resolve conflicting opinions, thereby reducing the influence
of individual subjective biases. [7].

The tool Parsifal® is used to facilitate the SLR. This tool
guides users through the steps of the SLR, helps organize
these steps, and documents the process. It is specifically de-
signed for SLRs in the contextext of Software Engineering
[8]. Parsifal splits the process into two major steps, namely
planning and conducting. In the planning, the objectives
of the research are defined and the research questions are
formulated. Furthermore, a set of search engines is chosen
as sources from which papers will be selected using search
queries. To narrow down the resulting list of papers inclu-
sion and exclusion criteria are chosen, that determine which
sources yielded by the queried search engine will be part
of the research and which will not. To assess individual
studies and exclude those that yield little value on closer
inspection a quality assessment checklist is defined. Lastly,
in the data extraction form, a set of attributes is picked
that defines the data points that are obtained from the pri-
mary sources. This planning step defines a protocol for the
SLR to guide through the conduction phase and also record
the individual steps to ensure the traceability of the results.
In the conducting phase, the plan is now applied, meaning
that the search engines are queried, the resulting set of pri-
mary sources are filtered, assessed, and finally, the data is
extracted and analyzed.

In the following, the steps of an SLR will be discussed in
more detail to show how they were applied to the given topic
19].

3.1 Research Goal

This section describes in more detail what the overall goal
of the research is to highlight why which research questions
are chosen.

This research is driven to uncover the state of practice on
how CT is used in various industries. This includes find-
ing out more about which areas and field of industry CT is
applied in, but also which tools and methodologies are em-
ployed and which limitations and benefits of using CT are
highlighted.

3.1.1 Research Questions

The overall objectives break down into the following re-
search questions:

e RQ1 In which domains of the industry is CT used and
are there any observable trends?

e RQ2 What are the challenges of applying CT in indus-
try?

!Parsifal, www.parsif.al

Criterion Keyword Synonyms
Population | Industry Field, Industrial
Intervention | Combinatorial | Combinatorial Test
Testing
Outcome Tool Technique, Utility
Outcome Application Use, Applying
Outcome Benefits Advantage,
Improvement
Outcome Drawbacks Disadvantage,
Limitations
Outcome Lessons Learnings
Context Industry Field, Industrial

Table 1: Overview over PICOC criteria, keywords and syn-
onyms

e RQ3 What are the benefits of applying CT in industry?
e RQ4 What tools are used to apply CT in industry?
3.1.2 PICOC

The components of the research questions consist of key-
words categorized according to the following criteria6]:

e The population defines the people/ areas/ entities that
are affected by the intervention.

e The intervention describes which methodology /tech-
nology/ tool is studied.

e The comparison is what the intervention is compared
with. It can be a control group for example. In the
context of this paper the intervention is not further
specified as a comparison of the intervention is not the
main scope of this research.

e The outcome includes the aspects of the findings that
are relevant for the overall goal of the research.

e The context defines where the research takes place,
e.g. there could be a pure academic interest or the
industrial context is of interest as it is the case for this
paper.

These criteria are used to formulate database queries to
identify primary sources during the SLR. In order to formu-
late more general queries and gather documents that do not
fit the exact criteria those keywords are also rephrased and
synonyms are added that can be used interchangeably with
the keywords [9]. An overview of the keywords used in the
search queries is given in Table []

3.2 Search Strategy

This chapter describes the approach to gather primary
sources and to decide which of those should be included and
excluded in the research.

3.2.1 Search Engine

The selection of search engines is crucial for obtaining a
comprehensive and unbiased overview of the topic in ques-
tion. Thus for this review the ACM Digital Library®, DBLP3,

2ACM Digital Library, portal.acm.org
3DBLP, [dblp.org
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and IEEE Digital Library* were searched as a collection of
articles relevant for computer science, along with more gen-
eral databases for scientific literature like ISI Web of Sci-
ence®, Science Direct® and Scopus”.

3.2.2  Search Strings

The search string is the query used to search the database.
It is made up of the keywords associated with the PICOC
criteria. Generally, the individual categories are com-
bined using AND, and the keywords and synonyms within
each category are combined using OR. This yields the fol-
lowing base search string;:

("Industry” OR "Field” OR 7Industrial”) AND ("Combi-
natorial Testing” OR "Combinatorial Test”) AND ("Applica-
tion” OR "Applying” OR ”Use” OR ”"Benefits” OR "Advan-
tage” OR “Improvement” OR “Drawbacks” OR ”Disadvan-
tage” OR "Limitations” OR "Lessons” OR "Learnings” OR
"Tool” OR ”Utility” OR "Technique”)

This base string already gives the structure of the search
strings for all databases, however for some databases the
syntax has to be adapted. DBLP for example would not re-
turn results when simply pasting this base string, as instead
a space represents an AND and a | represents an OR. So
this base string must be slightly adapted for some searches.

3.2.3  Inclusion and Exclusion Criteria

Because not all scientific papers found using the search
query end up being relevant for the topic of this paper, a
set of inclusion and exclusion criteria is explicitly defined to
determine which papers are going to be considered in more
detail and which papers are excluded from further consid-
eration in later steps of the review. To apply the criteria
the title of the paper and the abstract are considered first,
if these properties do not help finding a clear conclusion the
paper should be skimmed. It is suggested that the inclusion
criteria are defined before the review is conducted, to pre-
vent bias, but that they can be refined later on @l, also, they
should be derived from the research questions and piloted
first to get a sense for their reliability [@ To identify papers
that are relevant to the topic the following inclusion criteria
were chosen:

e IC1 The paper describes areas in which CT is applied
in industry

e IC2 The paper describes tools used to apply CT

On the other hand the following criteria were picked to
excluded papers that are not considered to keep the amount
of resulting primary sources manageable and relevant.

e EC1 The paper deals with CT, but in theory and not
in an applied industrial context

e EC2 The paper does not deal with CT

e EC3 The paper is more than 10 years old
e EC4 The paper is not in English

e EC5 The full text is not accessible

4JEEE Digital Library, ieeexplore.ieee.org
SISI Web of Science, www.isiknowledge.com
6Science Direct, [www.sciencedirect.com
"Scopus, (www.scopus.com
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Figure 1: The number of papers found per source
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Figure 2: Accepted and rejected primary sources by inclusion
and exclusion criteria

3.2.4  Quality Criteria

In addition to the inclusion and exclusion criteria the set
of primary studies can be filtered through a quality assess-
ment. For this a quality assessment checklist is formulated
and applied on the papers remaining after the previous step
where the inclusion and exclusion criteria are applied. In
this step the papers are read more thoroughly. The check-
list written for this paper contains the following items.

e Are findings sufficiently supported (data, sources) and
credible?

e Are problems (limitations, threats to validity) discussed?

e Are findings relevant and provide new value in context
of industry?

e Does the paper provide answers to a research question?

These questions aim at accessing the reporting, rigor, cred-
ibility and relevance of the findings as well as the direct
relevance of the content for the topic. We chose to include
questions regarding the relevance in this step of the pro-
cess again, despite them being already asked in the inclu-
sion/exclusion criteria, because in this step the papers are
examined much closer, so a premature decision based on a
misleading abstract can be remedied. To simplify the eval-
uation the questions are answered with Yes, Partially, No,
where Parsifal assigns a score 1, 0.5 and 0 respectively to
the answers and sums them up per paper, to get an over-
all quality score. Papers with an overall quality below 2.0
are excluded from the further process to focus resources on
papers of higher quality and remove those that fail in mul-
tiple quality categories and specifically eliminate those pa-
pers that failed in the last category on relevance to the given
topic.
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Figure 3: Number of primary sources per quality scores and
the cut off line in red
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Figure 4: Amount of primary sources remaining after each
step of the process to collect sources

3.3 Search Results

After applying the search queries to the search engines
190 primary sources were returned. More than half of those
were found in the IST Web of Science and the IEEE Digital
Library alone as visualized in figure [1] After filtering out a
total of 81 duplicates and applying the inclusion and exclu-
sion criteria (see figure [2)) 45 papers remained. Those were
analyzed regarding their quality, and an additional 8 papers
were removed for which the resulting quality score was too
low (see ﬁg;ure7 so that in the end 37 papers remained for
further analysis (see figure .

3.4 Data Extraction

In order to systematically collect all relevant information
from the primary sources and answer the research questions
a data extraction form must be designed. This form contains
categories that are filled out using each paper itself and they
should relate to the research questions @ The categories
of the data extraction form for this SLR are given in ta-
ble [2] where the individual categories are listed alongside a
description motivating what the category is needed for.

4. RESULTS

In this chapter the results of the data extraction are sum-
marized in order to answer the research questions.

4.1 RQ1 - In which domains of the industry
is CT used and are there any observable
trends?

The transportation sector is by far the largest industrial
area referenced by the papers. This includes both autonomous
driving and railway sector applications. Autonomous driv-
ing is referenced by three papers which apply CT to model
test scenarios and generate test cases to validate the cor-
rect behavior of autonomous driving functionalities

Category | Motivation

Year of This information may help answering RQ1.

publica- | The idea is to see if there is a visible trend

tion in the amount of papers published per year,
per domain of industry that CT is applied
in.

Authors | This information relates to RQ1 as well,
because if multiple papers are published on
certain fields of industry, but they were all
published by the same authors, then that
would not necessarily indicate that there is
a bigger trend.

Summary | A short summary of the paper helps to
recall the content of the paper and
subsequently supports all research questions.

Domain | The domain of industry relates to RQ1 and
RQ2.

Benefits | This relates to the benefits of CT that were
mentioned in the given paper and relates to
RQ3.

Limits This relates to the highlighted drawbacks
and limits of CT that were mentioned in the
given paper and relates to RQ2.

Require- | This plays a role in RQ2 and extends the

ments form item on limits to find out what the
challenges of CT are.

Applied | If the paper used a specific tool to apply CT

tool then this is of interest for RQ4.

Table 2: Data Extraction Form

13]. Two of these papers were written by the same group
of researchers . The six papers in context of railway
systems are focused on validating embedded systems
. These papers were written by the same group
of authors as well.

Embedded Systems are also referenced in two more pa-
pers, however they deal with the programming of hardware

on a higher level .

Data Management systems make up the second largest

sector with six papers 27]. Here some

of the research comes directly from companies like SAP

and Adobe 24].

Next, we categorised a set of five papers into the broader
category of networking 32|. This includes
distributed control systems for industry [28| , cloud in-
frastructure and IoT . Finally, three papers refer to
Web and Mobile APP development 35].

Overall, the domains are very diverse. CT is widely appli-
cable in environments where comprehensive testing is nec-
essary for safety reasons or where a large input parameter
space must be tested. However, there is no larger trend
recognizable. The number of individual papers for each cat-
egory is too low to evaluate the temporal distribution to
make a definite observation and while it seems initially like
there may be a trend in the application in the transportation
domain by comparing the number of papers in this category
it turns out that those papers come from the same group of
researchers.

4.2 RQ2 - What are the challenges of applying
CT in industry?



Preparation and effort: One of the largest problems re-
ported when applying CT in industry is the upfront effort
required to integrating it into the process. This can be
resource-intensive in terms of time and effort [36], because
the effective application requires specialized tools and ex-
pertise [30}36] and may have a steep learning curve [17}37].
Also, the initial effort needed to create the model from which
the test cases are generated from is a problem [19, 37]. This
is especially for large and complex systems [27] with com-
plex constraints and interactions [32} |38|. Despite the effort,
the problem with the modelling process is also that substan-
tial knowledge of the system is required to accurately model
parameters and their relationships |17]. Even in approaches
that try to automate the modelling process, knowledge of
the system is still highly important, as still individual steps
are required or recommended to improve the model (39| for
example to add information on invalid parameter combina-
tions |20]. Also, those automated processes still require in-
puts, like initial test suites to discover parameters and pos-
sible values (31} 40]. Not just the model generation takes
effort and domain knowledge upfront however, also work is
needed to implement abstract test cases [11], and complete
the expected outputs |15} |38].

Coverage and Computation: It is important to note that
CT does not guarantee good coverage either. First of all, CT
is not actually exhaustive, so there are not actually tests for
all possible scenarios and some remain untested [28] and not
every fault can be found |36]. Secondly, the ability to gener-
ate meaningful test cases depends heavily on the quality of
the underlying input model 30} 41} |42], for example if fault
triggering parameters are not included in the model, they
could not be considered by CT [32]. Lastly, the coverage
depends on the chosen interaction strength ¢, but choosing
a higher testing strength, causes its own set of issues, like a
drastic increase in the number of generated test cases [15].
This will lead to an increase in computational resources to
generate the test cases |37 43] which may strain testing re-
sources [32] and additional test cases may make the approach
impractical |18] [19]. In some cases it was reported that a
testing strength of four made the application of CT already
infeasible 23| or impractical [41]. For pairwise test suites
a study found that experienced test engineers can outper-
form CT in terms of the size of their test suite relating to
detection capabilities [16].

In summary, CT requires many resources to make the test-
ing engineers familiar with the process and tools, expert
knowledge is needed to generate an input model and imple-
ment the resulting test cases. This process can however be
supported by automation in some cases. Finally, the quality
of the resulting test suite depends on various factors, like the
quality of the input model, and the testing strength, which
may make the resulting test suite too large to manage.

4.3 RQ3 - What are the benefits of applying
CT in industry?

The papers mentioned a variety of reasons why CT is ap-
plied in industry. These are described in more detail in the
following.

Enhanced Reliability: CT is adept at identifying faults
that are caused by interactions among multiple factors. Tra-
ditional testing methods might miss these faults because
they often test factors in isolation or with limited combi-
nation [32, 37, |39} [41} |43, [44]. CT ensures that the software

behaves correctly under various conditions by systematically
covering combinations of input parameters [38| 45]. This
leads to improved reliability of the software as it ensures
that interaction faults are detected and addressed during
the testing phase [36]. It provides better coverage and sig-
nificant effectiveness in detecting multi-factor faults, often
missed by other testing techniques [33].

Multi-factor Fault Detection: CT is particularly effective
in detecting faults that occur only due to specific combina-
tions of inputs, which are often complex and hard to predict
|38l 141}, |45]. By testing multiple combinations systemati-
cally, CT catches these complex bugs early in the develop-
ment cycle. Especially applying CT early in the develop-
ment life cycle the detection of such complex bugs prevents
them from causing issues in the production environment,
saving time and resources that would be needed for later
bug fixes |20 [32].

Reduction in Test Cases: CT techniques generate a smaller
number of test cases that can still cover a wide range of sce-
narios|14} |15} |20} [37} |44]. This is achieved by focusing on
combinations of parameters rather than testing all possible
combinations exhaustively [38]. This significantly reduces
the time and resources required for testing without compro-
mising on the thoroughness of the test coverage [26, |29} |46|.

Optimized Testing Effort: CT maximizes test coverage
with minimal effort by ensuring that each test case covers as
many combinations of parameters as possible [13| |46]. This
is particularly beneficial in environments where resources are
limited or project deadlines are tight. Efficient use of testing
resources allows for more thorough testing within the same
time frame, improving the overall quality of the software 28]
37, [47].

Comprehensive Coverage: CT ensures that a wide range
of input parameter combinations are tested, including edge
cases and unlikely scenarios [21} 22, |45]. This comprehensive
approach ensures that even rare interactions are considered.
This leads to higher confidence in the robustness and relia-
bility of the software, as it is less likely to fail due to untested
interactions |21 [36].

Scalability: CT can handle complex systems with numer-
ous input parameters without facing the state space explo-
sion problem on a scale that exhaustive testing would. This
scalability is achieved through techniques that focus on the
most significant combinations of parameters |19} 23] 28 |37].
It is suitable for systems with high interdependencies among
parameters, where other testing methods might struggle [17]
32].

Versatility: CT is versatile and can be applied in various
domains, including software security in distributed systems
and automated control systems (28| |41]. This versatility
makes it a valuable testing strategy for a wide range of ap-
plications. Its ability to adapt to different testing scenarios
and requirements makes CT a useful tool across industries
|14].

4.4 RQ4 - What tools are used to apply CT in
industry?

Out of the selected 38 papers, 21 reference a tool used to
apply CT. seven Papers 13|19, [22] |24} [32] |41} [45] referenced
ACTS. The tools CCM [18, [22], CAMETRICS [38 [45], CA-
GEN [15, |45], PICT |20, 30|, Avocado |39} 46| occur in two
papers respectively. The tools Robusta [|27], Allpairs 33|,
Sysmodis [35], Q-EMCQ [14], Seafox [16], VCM-SL [13] are



referenced in one paper respectively.

Besides, some paper also introduce their own custom ap-
proaches to generate combinatorial models based on code
[20] and design artifacts [31], legacy tests |40} [47] and to
generate combinatorial test cases [21], 23, 37].

Automated Combinatorial Testing for Software (ACTS):
ACTS [13} |19} |24} 45] generates test cases based on combi-
natorial methods. It supports different combinatorial strate-

gies such as pairwise testing, t-way testing, and mixed-strength

testing. It helps reduce the number of test cases while en-
suring high coverage [32]. It is widely adopted in various
industries to streamline the test generation process and im-
prove the efficiency and effectiveness of software testing.

Pairwise Independent Combinatorial Testing (PiCT): De-
veloped by Microsoft, PiCt |20} 30]is a tool for generating
combinatorial test cases focusing on pairwise combinations.
Known for its efficiency and ease of use, PiCT supports var-
ious constraints and parameter types, making it versatile
for different testing scenarios. It is used extensively in the
industry to optimize testing processes by ensuring critical
pairwise interactions are covered with minimal test cases.
TEPACS [20] a tool developed for CT that uses PiCT, is a
framework for bug detection in pragma-related bugs in high-
level synthesis tools used for field-programmable gate array
design.

ReACP: A semi-automated framework, ReACP can reverse-
engineer the Access Control Policies of web applications with
the goal of validating them. This solves the problem where
Access Control is often hard-coded in business logic and
poorly documented. The tool explores web applications,
mines input specifications from access logs, and generates
more access requests using CT generation. Machine learn-
ing is used to learn policies and roles. The approach was
validated on four web applications, where 97.8% of learned
policies were correct, and 64 Access Control issues were de-
tected and reported [33].

CAGEN: A combinatorial test generator that automates
the creation of test cases for software testing. CAGEN |15,
45] generates test cases that cover all possible combinations
of input parameters, ensuring thorough testing coverage.lt
supports higher-index arrays and user-defined constraints,
minimizing redundancy and maximizing efficiency in test
generation [45]. Extensively used in various industries, it
seamlessly integrates into existing testing frameworks and
handles large-scale testing scenarios effectively.

CAMETRICS: A tool designed for advanced combinato-
rial analysis and measurement of test sets. It focuses on us-
ing CT techniques to improve the efficiency and effectiveness
of software testing. The tool helps in generating and ana-
lyzing test suites, aiming to detect faults more effectively by
considering various combinations of input parameters [38|.
It is used for combinatorial coverage analysis mainly focusing
on large object-oriented applications in the .NET framework
145].

AVOCADO: An open-source framework designed to facil-
itate constrained interaction testing for industrial applica-
tions. AVOCADO integrates tools and libraries for creating,
executing, and evaluating automated tests |39, |46].

ROBUSTA: A test selection strategy used to implement
Combinatorial Robustness Testing by considering exclusion-
and error-constraints to avoid input masking and ensure
thorough testing of both normal and exceptional behaviors

of the system [27].

SYSMODIS: It uses covering arrays for systematic sam-
pling and employs machine learning algorithms to analyze
test results and discover likely guard conditions for transi-
tions between screens [35] .

5. THREATS TO VALIDITY

In this chapter we want to briefly discuss points of weak-
ness of this SLR, to highlight aspects that could be improved
in later research.

Firstly, we made the decision to focus on more recent re-
search and eliminated 22 potential primary sources by in-
troducing the exclusion criterion to reject papers that were
not published in the last 10 years (see Chapter . This
decision was motivated to lay focus on more recent research,
however it made it more difficult to make judgements of the
trends in the industry (see Chapter . Another problem
worth noting is that the steps in the rounds to eliminate
papers, such as the application of the inclusion and exclu-
sion criteria (see Chapter @ and the quality assessment
(see Chapter were made by a single author. Similarly,
when it comes to the data extraction (see Chapter [3.4)) the
set of remaining papers was split between both authors and
individual assessments were made and not counter validated.
To increase confidence into the findings and reduce the bias
of individual authors, it would be better to assess each pa-
per individually, compare the findings and discuss diverging
assessments.

6. SUMMARY

The SLR demonstrates that CT is not merely a theoreti-
cal approach but is practically applied over a diverse range
of industries (see Chapter RQ1). However, the applica-
tion is not trivial; test engineers must first become famil-
iar with the tools, and significant domain knowledge and
time are necessary to create input models, which heavily
influence the quality of the combinatorial test suite. Also,
depending on the required testing strength, this approach
may become impractical in terms of resources (see Chap-
ter 4.2). Despite these challenges, the benefits of applying
CT in the industry are substantial, including a reduction in
the number of test cases, improved detection of interaction
faults, increased efficiency, and cost-effectiveness (see Chap-
ter. Additionally, the tools like CAGEN, CAMETRICS,
AVOCADO, ROBUSTA, and SYSMODIS facilitate the ap-
plication of CT by automating test generation, supporting
combinatorial coverage analysis, and enabling constrained
interaction testing in industrial applications. These tools
help in minimizing redundancy and maximizing efficiency in
test generation, making CT a valuable technique for improv-
ing the efficiency and effectiveness of software testing (see

Chapter .
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ABSTRACT

Software modernization aims to replace outdated legacy sys-
tems with more advanced and efficient technologies that will
better support the future business requirements of organi-
zations. The process of modernization involves updating
legacy software with newer languages, frameworks, and in-
frastructure platforms. As market demands, customer ex-
pectations, and industry trends change, organizations re-
quire continuous business expansion and product innovation
to maintain their position in the marketplace. Moderniza-
tion projects are crucial for promoting technical progress,
boosting operational efficiency, and adapting to changing
market trends, thereby supporting organizational develop-
ment and sustainability across various industries. Modern-
ization offers numerous advantages, including enhanced per-
formance, security, and agility. However, it also introduces
risks that can challenge the success of projects and organi-
zational resilience. While risks associated with moderniza-
tion have been acknowledged, the existing literature on this
subject is fragmented. It tends to concentrate on specific
aspects without providing a comprehensive global overview,
making it difficult for organizations to understand and apply
modernization processes. To address the gap, this paper ex-
amines the risks associated with modernization by analyzing
existing literature on the subject. Through a review of vari-
ous case studies, academic research, and industry reports, it
aims to identify and categorize the risks of software modern-
ization into distinct groups and sub-groups. This structured
approach is designed to help organizations comprehend the
various types of risks involved and their potential impact on
projects. In the future, organizations can use this risk cat-
egorization to prioritize resources more efficiently based on
the significance and potential impact of each risk.

Categories and Subject Descriptors
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1. INTRODUCTION
1.1 Background

A legacy system is a computer system that, despite being
slated for replacement by a more advanced system, remains
in use [20]. The advantage of such systems lies in their estab-
lished functionality and interfaces. However, the downside is
that these systems retain their vulnerabilities and shortcom-
ings, potentially negatively impacting the daily operations of
organizations [4]. As the pressure to modernize systems and
processes increases in today’s technology-driven business en-
vironment, the necessity for organizations to modernize their
software systems becomes even more important [5]. Software
modernization involves updating or replacing legacy systems
with newer technologies. Modernization is often called by
a different name, including replacement, migration, renova-
tion, recasting and revamping. They refer to a range of activ-
ities to transition from legacy systems to modern infrastruc-
tures [3], making the system adaptable to current technical
standards and business requirements. Software moderniza-
tion aims to enhance various aspects of a system, includ-
ing (but not limited to) maintainability, scalability, and the
integration of new technologies. It can boost product per-
formance, strengthen security and provide an agile system
for researchers. For organizations, modernization could lead
to better productivity, lower costs, and improved customer
satisfaction [22]. Moreover, modernization enables organiza-
tions to retain the knowledge and functionality included in
legacy systems, which are important organizational invest-
ments [1].

However, as with any software project, modernization
projects also involve risks that can undermine its success.
Risks of modernization refer to the potential problems, chal-
lenges, and adverse outcomes that can arise when organiza-
tions update or replace their legacy systems and processes
with newer technologies or methods. They should be con-
sidered as early as possible and managed appropriately. A
reason for taking risks seriously is that around 50% of mod-
ernization projects fail |1]. Modernization projects can bring



a lot of benefits, but organizations do not always fully man-
age the risks associated with them, leading to delays, budget
overruns and even project failures.

In this paper, the risks that may arise during the mod-
ernization process are explored in detail by analyzing the
currently existing literature on the topic. By investigat-
ing various case studies, academic research, and industry
reports, this paper seeks to provide a comprehensive under-
standing of the risks and challenges associated with software
modernization. Specific risks that are commonly identified
in modernization projects are being categorized to help or-
ganizations manage risks in a more systematic and framed
approach, which allows them to be more comprehensive in
their response to the modernization of legacy systems.

The complexity and challenges of software modernization
require organizations to be familiar with the risks they face
in the process. As software modernization becomes increas-
ingly essential to maintaining a competitive advantage, en-
suring operational efficiency and increasing the ability to
utilize new technologies, understanding and mitigating the
related risks is the key to guaranteeing the success of a mod-
ernization project.

This paper aims to answer the following two research ques-
tions:

e RQ1: What risks occur in the process of software mod-
ernization?

e RQ2: How can these risks be categorized?

2. RELATED WORK

In a competitive market environment, fast-responding soft-
ware systems are a vital characteristic for organizations to
improve their operational efficiency and reduce technical
debt |22]. However, modernization projects face a variety
of risks that can significantly influence their success. It is
critical to understand these risks and develop effective mit-
igation strategies to ensure success. This section aims to
provide a comprehensive overview of the general concepts
of software modernization, specific technologies, and under-
standing of modernization risks to establish a foundation for
our follow-up analysis and discussion.

2.1 Context of modernization

In today’s world, science and technology are continuously
developing, which also requires software to be constantly
updated and functions to be added to help humans make it
more adaptable to the modern environment [5]. Legacy sys-
tems sometimes have high maintenance costs and lack mod-
ern functionality due to outdated software versions, com-
plex architecture, inefficient code, and hardware limitations.
Therefore, they are not easily adaptable to the constantly
growing customer demands and developer workloads [14].
Modern software can increase efficiency, lower operational
expenses, and improve performance for organizations requir-
ing advanced digital technologies to drive business transfor-
mation. For enterprises, modernized software can provide
the support of a digital infrastructure that facilitates the
automation of business processes to enhance the user expe-
rience and allow for data-driven decision-making [12].

In general, software modernization provides a strategic
approach for organizations to revitalize legacy systems and

develop them into more broadly supported and efficient plat-
forms or systems. It allows organizations to leverage existing
investments in order to remain competitive and innovative
in the current digital environment [19]. Modernization is
considered one of the components describing the transition
of the system from an old one to a new one [3]. Barbier and
Recoussine [3] introduced five other applicable objects: re-
placement, migration, renovation, recasting and revamping.

The increase in rapid changes in the technology environ-
ment promotes the update of organizations’ software before
the system becomes obsolete. Hence, organizations are tak-
ing on more software modernization projects [5|. When an
existing application is too outdated or inefficient, organi-
zations may consider rebuilding the entire application with
the latest technology from scratch [6]. Although rebuilding
offers excellent potential for innovation and the possibility
of significant improvements in the functionality and perfor-
mance of software, it is also associated with being resource-
intensive, having high costs, being time-consuming, and rep-
resenting a high risk in general. Cloud migration is another
common approach used by organizations to achieve mod-
ernization. The wide range of cloud services and solutions
offered by leading cloud computing providers makes it an
important platform for digitization and modernization of or-
ganizations. Cloud migration primarily includes assessment
and planning, data migration, deployment and transforma-
tion, testing and verification, optimization, etc. Similar to
the cloud, microservices architecture and DevOps (devel-
opment and operations) complement each other. DevOps
makes it possible to develop, test, and deploy these services
rapidly [2]. With the decoupled components and automated
delivery pipeline introduced by DevOps, teams can update
functions more regularly and respond faster to evolving feed-
back from users. Indeed, DevOps encourages various teams
to collaborate and share responsibilities throughout the soft-
ware life cycle by providing different technical tools and pro-
cesses |17].

2.2 Risks of modernization

Modernization projects involve updating and adapting
legacy systems, which are important for improving the ef-
ficiency and competitiveness of organizations [19]. Under-
going a modernization process does not come without risks.
Finding and solving risks play a decisive role in the suc-
cess rate of the modernization project, especially as these
projects involve updating and adapting legacy systems. For
code in legacy systems, developers could misunderstand the
purpose of the legacy code, which brings the risk of intro-
ducing disruptive functionality to organizations [18|. A com-
prehensive assessment of complex and under-documented
legacy systems is also time-consuming. One significant risk
is the incompatibility between legacy systems and modern
technologies. Givehchi et al. [9] described that the inte-
gration of new technologies, such as big data analytics and
service-oriented architectures, with legacy systems, might be
challenging due to the heterogeneity of industrial systems.
In the modernization process, more information and data is
being transferred to cloud platforms. Stavru et al. [21] dis-
cussed the challenges of software modernization and cloud
computing from an infrastructure perspective. Hussein [10]
pointed out that data migration security and privacy is-
sues are being questioned. Risks affiliated with humans are
also one of the aspects that organizations should focus on.



Khadka et al. |11] emphasized that the lack of modern tech-
nological expertise among existing employees could hinder
the success of modernization projects. Rashid et al. [1§]
pointed out that employees who are used to an old system
resisting the change are another major risk. Practical mod-
ernization training is essential for organizations to address
these risks. According to Fleurey et al. 7], the financial bur-
den of modernization can be significant. In particular, test-
ing costs may account for the majority of the overall system
costs. In the beginning, organizations with limited finan-
cial resources may have difficulty allocating enough funds
for modernization [24]. During the transition period, dis-
ruptions in the organization’s business could have a nega-
tive impact on customer satisfaction. Teppe et al. [26] em-
phasized the importance of reducing costs and the role and
resources that testing plays in the migration process by de-
scribing a user case of an IT solution in the travel industry.
Most literature related to the risks of software moderniza-
tion considers the challenges organizations face. In order to
address the risks, organizations require a multifaceted ap-
proach that includes thoughtful planning, stakeholder acti-
vation, etc. Generalizing and categorizing based on current
research can be more helpful for modernization.

3. METHODOLOGY

This paper adopts a predominantly literature-based re-
search approach, utilizing existing publications as a founda-
tion for both the derivation of this paper’s results and the
formulation of conclusions. Central to this methodology is
the construction of risk categories, which are derived from
a comprehensive analysis of prior studies and reports. The
risks are critically assessed and categorized based on com-
mon characteristics and the nature of the risks they encom-
pass. This approach aims to enhance the understanding of
how different risks interact within broader risk landscapes.
Each category will be defined and justified based on the lit-
erature, with criteria for inclusion and exclusion, providing
a basis for future researchers and practitioners to follow.

The primary data for this study consists of peer-reviewed
journal articles, conference papers, books, and online re-
sources from big technology companies. Databases such
as ResearchGate, IEEE Xplore and Google Scholar were
extensively used. A structured search strategy was em-
ployed to gather literature. Keywords and phrases related to
risks in software modernization, such as software moderniza-
tion, risks in software modernization, risk categories in mod-
ernization, technical risks, software business risks, technical
modernization risks, legacy system risks, teamwork risks in
modernization, data loss in modernization, software organi-
zation modernization, security risks, software project risks
were used. The boolean operator (AND) was also utilized
to refine and broaden the search. For instance, the search
7security AND data loss risks” was used to ensure that the
gathered documents specifically addressed both concepts si-
multaneously. In addition to our primary sources, the ref-
erences cited within these sources were also regarded. This
method allowed the expansion of the literature base by in-
corporating relevant studies and papers referenced in the ini-
tial set of sources. Due to numerous publications regarding
software modernization and its risks, inclusion and exclu-
sion criteria were clearly defined to help with the selection
of relevant literature. The inclusion criteria contained stud-
ies published in English, peer-reviewed articles — due to

their rigorous review process — and studies incorporating
the keywords mentioned above. Only studies that directly
address the research questions or closely related topics were
included. Furthermore, to ensure the inclusion of the most
current information, we focused on studies published within
the last ten years. However, older studies were included
if they provided a foundational understanding or historical
perspective relevant to the research questions. It is also
a fact that both quantitative and qualitative studies were
taken into account. In hopes of ensuring the quality of the
chosen literature, high-quality evidence, such as systematic
reviews, meta-analyses, and well-conducted empirical stud-
ies, were prioritized. Exclusion criteria involved brief ab-
stracts or summaries without full texts, non-peer-reviewed
articles, publications not taking modernization risks into
account or publications where none of the keywords were
present. To ensure the relevance of the selected publications,
the abstract served as the initial point of guidance. This was
supplemented by an examination of the introduction and a
cursory review of the results section. Subsequently, a deeper
dive into each chapter and the paper as a whole was con-
ducted. The focus while assessing the literature was set on
the abstract, introduction, result and discussion sections.
These chapters were specifically chosen because they offer
a comprehensive overview of the paper’s content and repre-
sent its core elements. Data extraction was conducted using
a standardized form and software such as Zotero and Citavi.
This form for how data is kept was used to systematically
record key information from each source, such as author(s),
year of publication, research objectives, methodologies, find-
ings, and conclusions. This facilitated an organized synthe-
sis of the literature, ensuring that relevant data was con-
sidered and appropriately analyzed. This chapter outlined
the methodologies used to undertake a systematic review
of the literature on risks in software modernization. The
subsequent chapters will utilize this foundation to explore
possible categories and groups of risks when undergoing a
modernization process.

4. RESULTS

This section discusses common risks encountered in soft-
ware modernization projects based on literature. In order
to create categories and group the identified risks, a method
of assessment is required. To identify the various categories,
focal points, and bottlenecks in the modernization process
were analyzed. After defining these categories, each identi-
fied risk was evaluated and assigned to a specific category.
In this paper, different types of categorization and several
associated risks are considered. These are presented in this
chapter as well.

4.1 Technical, business, and human-affiliated
risks

Technical, business, and human-affiliated risks in software
modernization are the primary categories of risks that can
impact the success of such projects. Technical risks involve
challenges related to technology, business risks affect the
business aspects, including potential disruptions to opera-
tions and misalignment with business goals, while human-
affiliated risks pertain to the people involved in the project.
This category aims to provide a comprehensive framework
and emphasizes the importance of integrating technical ad-
vancements, aligning business objectives, and managing hu-



man factors to mitigate risks and leverage opportunities ef-
fectively.

4.1.1 Technical risks

This category has been built based on modernization risks
that can and should be solved by developers or IT-affiliated
workers within a company. Yamashita and Aiko [28] rec-
ognize that in the context of software modernization, the
emphasis predominantly lies on technical challenges and the
proposal of methodologies and tools.

e Lack of documentation: When legacy systems lack
comprehensive documentation of their architecture,
functionality and logic, it is difficult for development
teams to understand how these systems fully work.
Unannotated legacy code makes it challenging for de-
velopers to understand the logic and intended func-
tionality of each code segment. This brings the risk of
introducing destructive functionality or making incor-
rect assumptions to the organization [18|.

Modernization projects encounter ambiguous require-
ments, especially when stakeholders have different opin-
ions. Without a clear and concise requirements doc-
ument, there is a risk of miscommunication between
stakeholders and teams, which are discussed under the

category [4].

e Data migration: Migrating large quantities of data
from legacy systems to modern platforms effectively
while ensuring data completeness and accuracy can
be a challenge for organizations without losing much
information [8]. Data migration can exacerbate data
quality problems in legacy systems, as inaccurate data
could be propagated to the new system, compromising
the reliability of modernized software. Furthermore,
data security and privacy issues are a primary concern
while migrating data to a cloud environment during
modernization [10]. Data migration must meet regula-
tory requirements, local data privacy laws, and indus-
try standards for transmission. Organizations must
ensure data security throughout the migration process
and prevent data leaks.

e Security vulnerability: Legacy systems generally use
outdated technologies and frameworks that may have
known security vulnerabilities. Although moderniza-
tion projects update the technology, legacy code may
still contain vulnerabilities that can be exploited by at-
tackers. Furthermore, Arpinen and Oskari [1] discuss
security-related issues using the example of undergoing
modernization with sensitive data being stored in Ex-
cel workbooks during the process. Modernized systems
may be susceptible to new security vulnerabilities or
attack vectors [13]. Security vulnerability can result in
substantial profit losses and damage to customer credi-
bility. Additionally, addressing such vulnerabilities of-
ten requires a large budget, which can cause further
issues for the organization. Therefore, security vulner-
abilities are not just a considerable technical risk but
also a business risk.

e Unknown dependencies: Unknown dependencies in soft-
ware modernization refer to hidden or unforeseen links
between different parts of a system, which may not be

apparent until the modernization process is underway.
These dependencies can involve various elements such
as data, code, infrastructure, or even external systems.
When they are not initially identified by the developer
team, they can lead to significant challenges later on
[28].

4.1.2 Business risks

The importance of considering this category is given by
Khadka et al. |11], as their work states that legacy sys-
tems are business critical. Legacy systems are viewed as the
»core systems of the organizations and their failure can result
in serious consequences for daily business® [11]. Seacord et
al.|20| recognize the importance of business objectives while
developing software and, therefore, also while going through
the process of modernization. They state in their work that
»[a]lny modernization effort that falls outside of business ob-
jectives, as management understands them, is headed for
cancellation.“ [20]

This category is based on potential direct risks for the
company deciding to undergo software modernization. These
risks can have a direct negative impact on several aspects
of the firm, such as organizational objectives and financial
performance. Khadka et al. highlight the importance of cost
and flexibility within the company by stating: ,, The primary
aim of software modernization is to reduce maintenance cost
and increase flexibility“ [11].

e Cost of testing: The modernization of complex soft-
ware systems typically requires extensive testing to en-
sure functionality and compatibility after the changes
are made. Testing for compatibility with different plat-
forms, browsers, devices, and operating systems is crit-
ical to minimizing compatibility issues. If organiza-
tions do not consider this in advance in their plan-
ning and budgeting, the cost of testing could increase.
Modernization typically involves significant changes to
existing systems, such as updating technology stacks
or enhancing legacy code, as mentioned above, which
have a high complexity and dependencies. Fleurey et
al. [7] pointed out that testing costs can account for
up to 45% of the total migration cost, which indicates
that it is a challenge for organizations to ensure com-
prehensive test coverage. Although testing might be
costly, conducting thorough security testing can mit-
igate security risks for organizations and prevent po-
tential issues in the future.

e Limitations imposed by preliminary costs and tasks:
Software modernization requires a large initial invest-
ment in terms of resources, time and budget. Orga-
nizations need to evaluate the investment thoroughly.
Inaccurate cost estimation leads to future funding re-
strictions. Organizations with limited financial re-
sources may also have trouble allocating adequate funds
for initial activities, causing delays in the moderniza-
tion process [16]. Moreover, software architecture,
programming languages, and cloud computing neces-
sary for modernization projects can be new fields to
traditional, non-IT-affiliated organizations. They need
to recruit and train technical professionals actively
with relevant expertise. Non-planned hiring makes the
organization incur additional costs and exacerbates re-
source restrictions.



e Time-consuming tasks: As discussed by Yamashita
and Aiko [28], these risks center around inefficient
tasks that frequently entail the need to deal with ob-
scure technical specifics or navigate unfamiliar tech-
nologies. Before software modernization, organizations
need to conduct a comprehensive evaluation of the
existing legacy systems. For example, analyzing the
current state of the software, tracing failures, docu-
menting functionality, etc., is time-consuming, espe-
cially for complex and under-documented legacy sys-
tems [27]. Furthermore, transitioning from legacy sys-
tems to modern frameworks could introduce complica-
tions. The situation can get worse because of inflexible
task scheduling. This forces developers and testers to
keep relearning the details of their tasks, which slows
the process down.

4.1.3 Human-affiliated risks

This category encompasses factors related to human be-
havior, interactions, and capabilities that can impact the
projects. In every modernization project, several different
individuals are involved, working on different aspects but
also being required to function as a team following the same
goal: the modernization of the legacy system |1]. Therefore,
this category is of great importance.

e Miscommunication and misinformation: This issue of-
ten arises from workers’ ignorance or a lack of knowl-
edge, which can lead to an increase in technical debt.
For instance, the introduction of erroneous data into
a project, or other human-affiliated errors, can cause
delays and adversely affect the entire software mod-
ernization effort [28].

e Lack of knowledge: Both the lack of solutions for prob-
lems that occur and insufficient information pose var-
ious risks during the modernization process. Khadka
et al. |11] illustrate a prime example of information
scarcity, where key individuals involved in modern-
ization may leave the organization or retire before
the completion of the process, thereby taking critical
knowledge with them.

e Modernization not being accepted by workers/clients/
stakeholders: Modernization changes workflows and
roles within an organization. Employees will resist
these changes if they believe that they will disrupt
their established ways of working [4], which can lead
to decreased productivity and user satisfaction. An-
other challenge is how to train the workforce with the
knowledge of modernization properly [23|. When orga-
nizations undergo modernization without training and
support, employees will feel overwhelmed by the new
technology and lack confidence in their abilities. Stake-
holders may consider software modernization as a risky
activity with uncertain outcomes [23]. Concerns about
project delays, cost overruns, or technical challenges
may lead to skepticism or resistance to investing re-
sources for modernization.

e Project delay: Mupitra Byan Haqi |15] also discusses
the modernization risk associated with the postpone-
ment of project milestones beyond their planned com-
pletion dates during the modernization process. This

can happen due to several human-affiliated reasons,
such as faulty planning, conflicts within the team or
with the stakeholders, or slow work pace, and it can
have a negative impact on several aspects, including
customer trust |15].

4.2 Project life cycle risks

Project life cycle risks sort the various types of risks
based on the stages they emerge in during the moderniza-
tion project, from planning to closure. Categorizing risks
according to the project life cycle helps in understanding
and managing potential challenges specific to each phase of
development. In this category, there are three stages pre-
sented.

4.2.1 Planning risks

This category refers to risks in defining the scope and
objectives of the modernization process, such as stakeholder
misalignment or inadequate resource allocation. Effective
planning is essential for the smooth execution of a project,
as it lays the foundation for all subsequent activities.

e Inadequate resource allocation: Resource allocation is
crucial in modernization projects as it ensures that fi-
nancial, human, and technological resources are uti-
lized efficiently and effectively, helping to meet project
goals on time and within budget. If not adequately
planned before the start of the modernization process,
it can lead to complications along the way [25].

e Stakeholder’s perception: Stakeholder perception greatly
influences the success of a modernization process. Pos-
itive perceptions can secure necessary support and
resources, reduce resistance to change, and enhance
project continuity. Conversely, negative perceptions
may lead to skepticism, insufficient resource alloca-
tion, and challenges in implementing changes effec-
tively [20].

4.2.2 Execution risks

Risks that occur during the actual implementation of
modernization, such as technical failures or delays, can neg-
atively impact the entire modernization process. Security
threats, data loss, project delays, and miscommunication
among project workers, which have been discussed previ-
ously in this paper (see chapter , cannot always be fully
mitigated through planning and may arise during the exe-
cution of the modernization process.

4.2.3 Closure risks

Closure risks in modernization projects refer to poten-
tial issues that could impede the successful finalization and
wrap-up of the project. These risks can affect the overall
outcomes, leaving some project goals unmet or leading to
incomplete integration or deployment. This category may
include risks such as lack of documentation, which was al-
ready discussed in chapter as well as the following:

e Insufficient testing: Testing can be complex in mod-
ernization projects due to various reasons [4]. In the
rush to meet deadlines or to reduce the costs of the
modernization project, testing phases can sometimes
be shortened. Many steps in performance testing re-
quire much manual intervention, so it can be difficult



to complete within a tight time. Shortening of tests
might result in software that has not been thoroughly
vetted for errors or usability issues, leading to prob-
lems when these systems are put into function at the
end of the modernization project.

e Stakeholder dissatisfaction: If the project outcomes do
not align with stakeholder expectations or needs, it
could result in a lack of approval or support for the
project closure. This misalignment might stem from

inadequate communication, changes in stakeholder needs,

or failure to meet specified requirements [20].

4.3 Impact-based risks

Impact-based categorization is a method of classifying
modernization risks based on the severity of their conse-
quences. This categorization aims to help prioritize re-
sponses and allocate resources efficiently by focusing atten-
tion and efforts on those areas that can have the greatest
impact. Typically, this approach involves dividing risks into
high, medium, and low-impact levels. It is important to
consider and attempt to prevent or eliminate all risks, re-
gardless of whether they are labeled as high or low level.
Each company facing modernization risks is different, and
the classification of risks as high or low can be somewhat
subjective, depending on the organization’s capabilities and
focus areas.

4.3.1 Highrisk

These are risks or elements that, if they materialize, could
lead to significant negative outcomes, such as substantial fi-
nancial loss, severe operational disruptions, or major dam-
age to reputation, potentially threatening the viability of the
project or the organization. The following can be considered
high modernization risks:

e Data loss: Losing critical business data during migra-
tion, for example, could have catastrophic effects, in-
cluding loss of customer trust and legal consequences.

e Major security breaches: Introducing new technologies
can open vulnerabilities. A major breach could lead
to severe legal, financial, and trust damage.

e Complete project failure: Due to poor planning or ex-
ecution, the modernization project fails entirely, wast-
ing invested resources and leaving the organization
with an unusable system.

4.3.2 Medium risk

This category refers to risks that can cause moderate dis-
ruption but are manageable through effective strategies. As
stated before, what is considered a medium risk can depend
on the organization undergoing the modernization process.

e Budget overruns: Exceeding the budget due to unfore-
seen complexities or misestimation leads to a need for
additional funding, for example, through the cost of
testing.

e Delays in project timelines: Encountering unexpected
issues that push back project milestones, affecting sub-
sequent phases and potentially delaying the overall
project completion. This can be caused by the pre-
viously mentioned time-consuming tasks, miscommu-
nication among the team members, or even the lack

of knowledge and documentation, as the team requires
more time to figure out specific steps in the project.

4.3.3 Low risk

This category draws attention to risks with minimal con-
sequences that are unlikely to need significant adjustments
to the project but should still be monitored.

e Minor bugs and glitches: Small software bugs in the
new system that do not significantly impact the func-
tionality or user experience but need eventual fixing
and, therefore, require the time and attention of the
IT team.

e Miscommunication and misinformation: Modernization
teams may encounter issues such as misinformation
and miscommunication, which can delay the project.
However, these problems can be resolved through ef-
fective task delegation and clear communication.

By categorizing the risks as presented in this chapter, the
research distinctly addresses the multifaceted challenges of
software modernization, ensuring comprehensive risk man-
agement that covers technical precision, business alignment,
and human dynamics, as well as risk levels throughout the
modernization process, and the timing of risk emergence in
the project.

5. DISCUSSION

As discussed in the preceding chapter, risk categorization
can be approached from various perspectives, depending on
the focus point of interest. The literature identifies multi-
ple risk types; some may diminish over time, while others
may emerge. To address the first research question: What
risks occur in the process of software modernization?, this
paper identifies over 15 specific risks. The presented risks
are diverse in origin and require distinct approach strate-
gies. Given the complexity of modernization, it is challeng-
ing to encompass all potential risks, particularly as new ones
may emerge. Therefore, this paper does not cover all exist-
ing risks but focuses on the most frequently cited risks in
the literature. The risks are also closely related and influ-
ence each other; for example, the high cost of testing poten-
tially results in insufficient testing, which could jeopardize
the modernization process.

After carefully considering various categorization methods
based on organizations’ needs, focus points, and sequence of
modernization processes, the response to the second research
question in this paper: How can these risks be categorized?
suggests that risks can be systematically grouped as tech-
nical, business, and human-affiliated risks, as part of the
project life cycle, or based on their impact on the modern-
ization project. These categories can be further divided in
subcategories based on the project life cycle (planning, ex-
ecution and closure) or by impact (high, medium and low
risk).

However, these categories are adaptable and can be cus-
tomized or expanded based on organizational requirements
and subjective assessments. Therefore, it is crucial to recog-
nize that risk categorization can vary significantly based on
an organization’s specific needs and focus areas and involve
a degree of subjectivity. Each category serves a different
purpose and is applicable in various scenarios based on the



organization’s needs during the modernization project. Al-
though the chosen categorization method is subjective and
tailored based on the organization’s needs, suggestions as to
when to use which category can be made, with the mention
that there might be more ways to build categories than the
ones presented in this paper.

1. Technical, business, and human-affiliated risks: This
categorization method is to be chosen when a compre-
hensive analysis of the software modernization project’s
impact on the entire organization is needed. This
approach is vital when risks in one domain (such as
technical) can significantly influence other areas (like
business operations or employee productivity). This
categorization method is appropriate when integrated
planning is required, involving coordination across mul-
tiple departments and stakeholders.

2. Project life cycle risks: It is to be opted for this cate-
gorization method to address risks associated with dif-
ferent phases of the project life cycle, ensuring smooth
progression from initiation to closure. This categoriza-
tion method can be particularly beneficial for organi-
zations that experience challenges at specific stages of
a project. For instance, if an organization frequently
fails to progress beyond the planning phase due to is-
sues like lack of motivation or inadequate time and
resource management, this categorization can help ad-
vance the modernization project and ensure its suc-
cessful completion.

3. Impact-based risks: This categorization method can be
chosen when the primary focus is on the potential im-
pacts of risks, regardless of their origin. This includes
evaluating how different risks might affect key project
outcomes such as time, cost, quality, and stakeholder
satisfaction. It is beneficial for prioritizing risk man-
agement efforts based on the severity of impacts. Espe-
cially when resources for the modernization project are
limited, this categorization method ensures that criti-
cal risks are addressed first. By prioritizing high-level
risks, the project can move forward efficiently, while
lower-ranked risks can be handled based on the re-
maining allocated resources. Although low-level risks
can be given lower priority and addressed later in the
project, they must eventually be determined to ensure
a smooth and successful outcome of the modernization
process.

It is important to recognize that a clear demarcation of
risk categories is challenging due to the interdependent na-
ture of various risks. Different risks often influence and ex-
acerbate one another, creating a complex web of potential
issues. To elucidate this phenomenon, it is helpful to revisit
the previously mentioned risks and their categories. For
instance, security vulnerabilities are classified as technical
risks in this paper. However, they are closely intertwined
with business risks, such as insufficient testing, potentially
due to budget constraints. Moreover, many human-affiliated
risks, such as lack of knowledge or miscommunication and
misinformation, can result in technical and business risks,
such as lack of documentation and increased time-consuming
tasks. When considering impact-based risk categorization,
it becomes evident that seemingly minor risks, like team

miscommunication, can escalate into significant risks, such
as data loss or even total project failure. This illustrates the
cascading effect where minor issues can lead to substantial
consequences. Additionally, in the context of project life
cycle categorization, modernization projects often progress
through linear stages. Risks encountered during the plan-
ning phase can propagate and cause issues in the closure
phase, highlighting the importance of addressing risks early
and throughout the project life cycle.

6. CONCLUSION & FUTURE WORK

Arpinen’s statement ”[a]lthough legacy system modern-
ization has been conducted ever since computer systems ex-
isted, and it is estimated that over 50 % of system modern-
ization projects fail” [1] underlines the importance of this
paper. The high failure rate indicates that organizations of-
ten struggle to manage the process or become bogged down
in various stages of it, such as planning. By being aware
of potential risks and focusing on a categorization method
tailored to the organization’s needs, one can work on miti-
gating the identified risks, potentially improving the success
rate of modernization.

This paper explored three primary risk categorization
methods and classified various potential risks into distinct
categories, offering a foundational understanding of the types
of risks. As previously discussed, these categories can be in-
terrelated, influencing one another and making clear delin-
eation challenging. The first method categorizes risks into
business, human-related, and technical risks. The second
method organizes risks based on project phases: planning,
execution, and closure. The third method focuses on the
impact that risks can have on the project.

However, this paper does not offer extensively discussed
solutions or avoidance strategies. While it lays the ground-
work by categorizing risks, there remains significant po-
tential for expanding this research to develop robust, dy-
namic, and context-sensitive modernization risk manage-
ment strategies. One significant limitation is the lack of
development and discussion of standardized responses for
different risk categories. Notably, there is a gap in the liter-
ature regarding standardized responses for different risk cat-
egories, which can evolve with technological advancements.
Additionally, while categorizing risks is a helpful first step,
there is a limitation in addressing the real-world applica-
bility and effectiveness of these categories. Comprehensive
case studies on both successful and unsuccessful software
modernization projects are needed to validate the proposed
risk categories and to derive practical insights.

These future directions can significantly contribute to the
field of software modernization, ensuring more resilient and
successful modernization efforts. Therefore, this could be a
promising area for future research: risk avoidance and mit-
igation, presenting a fertile ground for further exploration
in risk management. There is an opportunity to develop
standardized responses for different risk categories. Future
studies could examine how new tools and methodologies, in-
cluding artificial intelligence and machine learning, impact
the mitigation of modernization risks. Further integrating
insights from disciplines such as business management, hu-
man factors, and organizational behavior would deepen the
analysis of non-technical factors that affect modernization
risks.
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ABSTRACT

Integration testing is a vital part of the development of
component-based software systems as it ensures that indi-
vidual components of a software interact with each other as
expected. Automating the process of generating integration
tests helps to achieve good integration test coverage and al-
lows for running integration tests very early in the develop-
ment life cycle of a software with little effort. This increases
the chances of discovering issues before they have an impact,
and the software’s quality and reliability as a whole is main-
tained on a high level throughout its entire development. In
this paper, we discuss and compare two major approaches
for automated integration testing: (i) specification-based
methods and (ii) model reconstruction methods. First, we
provide a comprehensive view of specification-based meth-
ods in integration testing by covering the verification of the
functional aspects essential for the components’ interactions
and the expected temporal correctness. Additionally, we fo-
cus on model reconstruction techniques for systems without
predefined models or specifications which generate integra-
tion test cases by analyzing execution traces and leveraging
existing unit tests.

1. INTRODUCTION

The ISO standard on systems and software engineering
vocabulary defines integration testing as “testing in which
software components, hardware components, or both are
combined and tested to evaluate the interaction among
them” [2]. While it may seem that successful testing of
individual components for correctness implies that these
components can be seamlessly combined without causing
problems, some errors only become apparent on the integra-
tion level |13| |16, [28]. This induces the need for dedicated
integration tests to help developers to obtain a reasonable
degree of certainty on the correctness of their software, and
in fact, integration testing has become a critical part of
modern software development. Studies on this topic (cf. |6l
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25]) are scarce, presumably due to large amounts of closed-
source code on one hand and the difficulty of identifying
and qualifying software faults in an automated fashion on
the other.

Automated testing [1] is the act of automatically conduct-
ing specific tests against a certain system. This is a preferred
testing strategy because—given the size and complexity of
modern software—writing tests by hand is tedious and error-
prone. The automated testing phase, however, is incorpo-
rated in the broader concept of test automation, which in-
volves the utilization of different tools for the automation
of other various aspects of the testing process as well. Au-
tomated test generation, as fraction of test automation, is
a prerequisite for an efficient conduction of the automated
testing. It not only contributes to saving valuable develop-
ment time, but also facilitates larger test case coverage of
the code’s behavior.

This paper specifically considers integration testing tech-
niques for component-based software systems, which are
software systems that are composed of multiple more or
less independent components. Component-based software
systems naturally encourage separation of concerns [32]
and components can be combined, reused and adapted to
other systems [23] [32], which is an important aspect in the
development of commercial off-the-shelf software.

The structure of this paper is as follows: Section[2]presents
various techniques for automatic integration test genera-
tion from two major categories, specification-based tech-
niques (Section and model reconstruction techniques
(Section . Afterwards, we compare and discuss the pre-
sented approaches and their categories in Section |3} In the
end, we conclude our work in Section

2. APPROACHES TO AUTOMATED INTE-
GRATION TESTING

In this chapter, we present a selection of different ap-
proaches to automated integration testing that can be found
in scientific literature. We have chosen to present several ap-
plications of model reconstruction and specification-based
testing approaches, as they have complementary strengths
and address different aspects of integration testing. While
model reconstruction testing methods provide testing based
on a global representation of the interaction within a system,
the specification-based testing approaches ensure adherence
to the specification of the tested system.



2.1 Specification-based Methods

Specification-based testing techniques have promising re-
sults for software quality assurance and differ from other
techniques as they view the software as a ”black-box” and
take into account only the software inputs and outputs.
These techniques make use of formal languages that adapt
mathematical notations for a precise definition of the spec-
ification of a system under development. The idea behind
specification-based approaches is to verify whether the de-
veloped code coincides with the specified behavior.

Common integration testing methods ([27], [21]) that ap-
ply specification-based techniques rely on LTL (Linear Tem-
poral Logic) representations [10] of the specification. The
property-based testing system Quickstrom |[21] allows its
users to specify the behavior of their web applications as a
dialect of LTL. Based on that, the web application is treated
as a reactive system and is automatically tested, via a static
analyzer, against a substantial amount of automatically gen-
erated system interactions. Another LTL-based method [27]
presents a way to generate a set of test cases, finite in length
and in size, from all possible executions of a system, ensur-
ing that the selected test suite is sufficient for testing the
presented specification.

On the other side, there are specification-based methods
that apply an alternative representation of the specification.
The work of Miao and Liu [20] presents an approach for pro-
viding a representation of the architecture of a given system
that specifies the relations between system operations. This
model is constructed based on the predefined expected be-
havior and the integration tests are generated by extracting
all possible execution paths as properties from the model.

The scientific value of specification-based methods applied
in automated integration testing originates from the ap-
proaches that are used for the automatic generation of the
suitable test suite. The actual automatic execution of the
tests can be run against the system using the scripts, reflect-
ing the automatically generated test cases, and integrating
them within a CI/CD pipeline. Therefore, in this section, we
are presenting two specification-based techniques that aim
to automatically generate integration tests. The first one
is framework that generates an LTL-test-suite by using the
counterexample mechanism of a model checker [27]. Fur-
thermore, we present an approach that generates tests from
the formal functional scenarios defined by the provided spec-
ification in form of Condition Data Flow Diagrams [20].

2.1.1 LTL-based testing approach

Using formal methods is proven to be beneficial for sup-
porting the development of software and hardware systems,
as they facilitate the formulation of the requirements and
provide the foundation for conducting various automatic
verification techniques such as model checking [30].

The approach proposed by Lee, Sokolsky and Tan [27]
considers a specification-based testing approach in which
the system specifications are formally presented in LTL [10].
The level of expressiveness of LTL allows the specification
of safety, fairness and liveness properties and therefore the
behavioral and temporal requirements to the system or to its
components can be captured and formally expressed. In or-
der to verify the derived LTL properties, it has to be checked
whether the system satisfies them in all of its possible ex-
ecutions, which can lead to tests that are infinite in both
length and size.

The approach focuses on generating finite tests that pro-
vide sufficient coverage on the property being tested, under
the assumption that a model of the system is provided in-
corporating the derived LTL properties. By leveraging a
model-checking technique, the approach presented in this
section could be enhanced into a systematic strategy that
alms to automatically generate integration tests.

In order to ensure the existence of a finite test suite, the
property coverage criteria [4] is applied. Let f be a LTL
property that represents the provided specification and ST
be a property-coverage test suite that mirrors a subset of all
possible executions of a system 7Ts. The property f could be
broken down to a finite set of sub-formulas. The idea is to
find a test suite ST such that the system T passes each one
of its tests, e.g. the collection of tests are in accordance to
the presented specification, and ST covers every sub-formula
of f. A test t € ST covers a sub-formula ¢ of f if the
system Ty that passes t does not satisfy a mutation of the
property f. Informally stated, a mutation of f (f[¢) < ¢])
is an altered version of f in which v is replaced by an non-
equivalent sub-formula ¢.

LTL is supported by many established model checkers,
such as SPIN [14], and this advantage is used with the aim
to generate a test suite w.r.t. the property-coverage crite-
ria. Model checkers [30] are tools used to automatically de-
fine whether a certain model satisfies a provided property.
When a property is violated, the model checker produces
a counterexample, also known as a witness, which demon-
strates how the system violates the property by providing
the trace that lead to the violation. By utilizing the above
mentioned feature of the model checkers, the test suite is
generated the following way: For each sub-formula ¢ of the
property f that affects the system 7%, a model checker ver-
ifies the lasso-shaped witness | of ¥ on the provided model
of the system Tk.

A lasso-shaped witness |24] is a specific witness that ex-
hibits a cyclic behavior. As [ is a witness and therefore the
model of T does not satisfy it, the model checker is expected
to produce a counterexample from which test cases can be
derived that cover the required behavior of the system.

However, these tests could be infinite in size because of the
?cyclic nature” of the lasso-shaped witness. Therefore, with
the goal to limit the length of the tests, the test-truncating
strategy [27] could be applied. Briefly, the idea is to repeat
the loop part of the lasso-shaped test a finite number of
times until the same states of the the tested execution are
encountered for a second time at the same position during
the cycle. This way a finite trace of actions can be extracted
that replicates the result of the infinite test. Upon receipt of
the finite trace, a test that is finite in size can be generated.

2.1.2 Testing based on Condition Data Flow Dia-
grams

In [20], an integration testing approach is introduced
based on the SOFL [17] (Standard Object-Oriented For-
mal Language) formal specification that is able to precisely
define the expected functions of the system operations, e.g.
a collection of processes and activities that are necessary for
maintaining the expected behavior of the system. Studies
show [17] that both precise textual specification and appro-
priate diagrams for modeling the system architecture are
demanded for effective integration testing, therefore SOFL
is used as it can specify various aspects of a system.



Each SOFL formal specification [17] is a hierarchical con-
dition data flow diagram (CDFD) that is linked with a hi-
erarchy of module. Each module encapsulates one or more
processes, which correspond to a certain functionality of the
system, data resources that are accessed by the process and
invariants that define the constraints to be conformed by the
processes and the data stores. The purpose of the CDFD,
in the context of the approach, is to focus on the essential
processes that take place in the system operation, ignoring
the technical implementation details.

Figure [1| shows the rough structure of the SOFL formula-
tion for a login platform. A SOFL formal specification could
be constructed in different levels of condition data flow dia-
grams that describe the data flow between the processes and
the data sources (in the case of Figurethere is only one hi-
erarchical level) and constrain the flow control by the data
flow of the operational semantics in the form of a textual
system description.

The major functions (e.g. processes) of the system shown
in Figure [l] are Credentials Entering (CE), Logging In (LI)
and Fzit (E). These processes are connected by data-flows,
which represent the overall function of the module, and each
of them consists mainly of input ports, output ports and pre-
and post-conditions that describe the expected behavior and
data flow. If the input variables satisfy the precondition
before the execution of the process, the output variables are
required to satisfy the post condition. For instance, process
CE receives as an input the credentials of a user user_cred
without a specific precondition, and therefore it is bound
to satisfy the post-condition Postcg(user_cred). During its
execution, process CE has a reading-access to the User Data
Base (UDB). The dashed directed line represent control data
flows that carry no real data, but can cause firings, and the
solid lines transmit data that is relevant for the constraints
of the linked processes.

Overall, the method for generating integration tests in-
troduced in [20] starts with the assumption that the speci-
fication of the system are presented in a SOFL formulation.
Consequently, for each of the modules the following steps
are executed:

1. Extract all independent paths directly from the CDFD:
A path is an ordered sequence of processes and the
data flows connecting them, which starts with a start-
ing process (e.g. its input flow is not an output flow
of any other process) and ends with a terminating
process (e.g. its output flow is not an input flow
of any of the other processes). For instance: The
independent paths from the CDFD on Figure [1| are
(used_cred, CE,user_id, LI,user_info) and (user_id,
CE,x, E,exit_msg).

2. Construct functional scenario forms based on the pre-
and post-conditions of each process that is involved in
a path:

The definition of a function scenario form is the fol-
lowing [20]: Given a formal process P in terms of pre-
and post-conditions, let the post-condition Postp =
(C1AD1)V...V(CrADy), where each C; is a guard con-
dition, e.g. a condition that contains no output vari-
ables, and each D; is a defining condition that contains
at least one output variable. Then each functional sce-
nario form is defined by the conjunction Prep AC; AD;
for all 4 € {1,...,n} and Prep is the precondition of

the process P. In the case of the SOFL specifica-
tion above, only the process CE has a post-condition
and there are no pre-conditions defined, therefore all
other functional scenario forms are equal to true. Let
us assume that the post-condition of CE is Prep =
(C1AD1)V(C2 AD2), where C1 indicates that the user
credentials can be found in the user database, C is the
negation of C1, D denotes that the user ID based on
the user credentials is output, and Ds specifies that
a signal z is an output. As we have no precondition
related to the process CE, as a result, there are two
functional scenario forms (C1 A D1) and (C2 A D3) re-
lated to the paths in the module Login Platform.

3. Generate the test cases based on the functional sce-
nario sequences:
Each function scenario sequence represents one way of
how the system is expected to behave. In our sim-
plified example we have only two functional scenario
forms in the whole module, therefore we have two func-
tional scenario sequences corresponding to each of the
two independent paths. Additionally, these functional
scenario sequences are also feasible, as there exists at
least one input that satisfies the testing condition, e.g.
a testing condition is each conjunction Prep A C; of
the i-th functional scenario Prep A C; A D; of a for-
mal process P. Based on the found feasible functional
scenario sequences, test cases are generated [20].

2.2 Model Reconstruction

Model-based testing methods make use of abstract mod-
els that describe the important characteristics of a system
under test. Models allow to reduce the complexity of a real
system to a common and well-understood (mathematical)
representation for which there exist formal techniques to
derive, test, and possibly verify its behavior. Such mod-
els are often already part of the construction process of a
given system |7} [22] and a lot of research papers have been
published that focus on generating integration tests from
models, often represented by UML state diagrams or UML
collaboration diagrams (a good overview of such methods
can be found in Section 2 of [3]). Sometimes, however, mod-
els (or specifications that can be translated into models) are
wrong, incomplete, obsolete or simply do not exist |8, |34].
This is a common issue when working with legacy software
systems [34] or commercial off-the-shelf systems [19]. Even if
there is a specification, it often does not specify interactions
between components (such as the order of interface method
calls) and instead just accounts for individual components in
isolation [34]. Moreover, the software implementation might
differ from its specification [32} [29].

To work around these issues, various techniques have been
developed which attempt to recomstruct a model from a
given software system that is expressive enough to aid in
the generation of integration tests. While there exists a
great amount of scientific research about model reconstruc-
tion in general, there are only few publications specifically
considering model reconstruction in the context of integra-
tion testing. Common approaches make use of execution
traces of the system to generate models based on finite state
machines |34} [18] |11, [26] or Mealy machines [26], but there
exist other techniques such as an approach developed by
Wild and Lichter [32] that creates a graph-based model of
the system under test based on unit test executions of the
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Figure 1: Simple structure of SOFL specification

system. A similar graph-based approach was proposed by
Le Traon et al. [15], although the authors assume already
existing knowledge about class and method dependencies in
a system as found in UML class diagrams. Similar to the
run-time state extraction used in [34], it is possible to au-
tomatically derive (possibly incomplete) class and method
dependencies from run-time information if the system under
test allows for adequate run-time reflection or instrumenta-
tion.

To showcase the methodological differences of various
model reconstruction approaches, we present two character-
istic techniques that were specifically developed to generate
integration tests: (i) the Substra framework developed by
Yuan and Xie [34] which reconstructs a model from execu-
tion traces (Section [2.2.1)), and the UTBI meta-model (ii)
developed by Wild and Lichter [32] which reconstructs a
model based on already existing unit tests (Section .

2.2.1 Substra: Reconstructing models from execu-
tion traces

Substra [34] is a framework that automatically generates
integration test cases for component-based software systems
by creating models based on traces collected during exe-
cutions of the system under test, which contain “executed
method calls, object fields’ value at entry and exit points of
method calls, etc.” [34]. Using the execution traces, Substra
then creates object state machines (OSMs) for all compo-
nents of interest. These object state machines model possi-
ble actions of a single component; the states of the OSMs
are the observed states of the component they represent, the
transitions of the OSMs are the observed interface method
calls of the component they represent. Here, the authors of
Substra define the state of components “based on the values
of all the fields transitively reachable from the object [i.e.,
the component in a broader sense; M.B.]” [34], following the
WholeState technique from Xie et al. |33].

Because integration testing is only concerned with inter-
actions between components, Substra only needs to consider
boundary calls, which are method calls from one component
to another component (i.e., the caller is a different com-
ponent than the callee). From the generated OSMs and a
list of boundary calls identified by Substra, the framework
generates another state machine for the entire (sub-)system
under test, the subsystem state machine (SSM). This state
machine works similar to OSMs, but (i) instead of consider-

ing states of individual components, it considers the union
of states of its components, and (ii) instead of using arbi-
trary method calls as transitions, its transitions are made
up from the boundary calls identified earlier. Whenever
there is a subsystem state {...,s1,...,s2,... } for two com-
ponents in states s; and sz and there is a single boundary
call which sets the state of the first component from s; to
s3 and the state from the second component from sz to s4,
then the boundary call results in a transition in the SSM
from {...,s1,...,82,...Fto{...,83,...,84,... }

While constructing the SSM, Substra also analyzes for
all function calls ¢1, c2 whether the return value c; is used
as an argument of co and—in the case of object oriented
code—whether cs is a call of a member function of the re-
turn value of ¢;. These relationships, which Yuan and Xie
call define-use constraints [34], are stored as guard condi-
tions on transitions in the SSM for choosing correct param-
eter values when generating test cases later in the process.
The authors of Substra do not specify whether the guard
conditions are also used in their proper sense (i.e., to enable
or disable certain transitions) [34], but we deem it unlikely
since generating state machines based on execution traces
should prevent invalid transitions from occurring in the first
place.

Once the SSM is constructed, Substra uses it to generate
integration test cases for the (sub-)system described by the
SSM. To generate a new test case, Substra follows a random
path on the SSM (possibly including loops and starting at
the system’s initial state) for a given maximum sequence
length and outputs the sequence of function calls on that
path. For all function parameters in a test case, Substra
then chooses values based on the following rules:

e For parameters that are part of a define-use constraint,
use variable names from the define-use relationships
stored with the SSM.

e For parameters that do not belong to a define-use con-
straint, use random values for primitive types based
on a predefined range (fuzzing) to also exercise robust-
ness in terms of unexpected or invalid inputs. In case
of more complex data types, use values encountered in
the execution traces by re-executing method sequences
that lead to these values.

Yuan and Xie [34] do not state how their technique au-
tomatically differentiates between failed and successful tests



(apart from the obvious fact that some errors will result in
program crashes or exceptions), so one has to assume that
there still is manual labor involved when working with Sub-
stra.

2.2.2 The UTBI model: Deriving component expec-
tations from unit tests

The Unit Test Based Integration (UTBI) meta-model [32]
is a model of components and their unit tests in a component-
based software system with the goal to derive integration
tests from already existing unit tests. It is based on the idea
that all unit tests have certain interaction expectations if
they test behavior that causes direct or indirect interactions
with other components [32]: A unit test usually stimulates
a component under test in some way and in turn expects
a correct response to the stimulation which can happen as
a result of an interaction with other components. Given
that the already existing unit tests are implemented in a
way that allows for extraction of information about the unit
test cases, their interfaces, and the communication between
the interfaces, it is possible to derive a UTBI model and to
use it to generate integration tests in an automated fash-
ion by analyzing communication paths in the model. An
example implementation of this approach is the software
INTERACT |[31].

Mathematically, the UTBI model is a directed labeled
graph whose nodes and edges both maintain (potentially
empty) sets of property-value pairs (the graph is a variant of
the property graph model [5]). Nodes and edges in the UTBI
model represent entities of the software components under
test and their relations between each other; the type of these
entities and relations is described by the graph’s labels (e.g.,
the label Component as used in Figure[2]is used for nodes rep-
resenting software components). In the UTBI model, each
component provides incoming and outgoing interfaces that
handle the interaction between components and their unit
test cases as well as the communication between multiple
components. Interfaces follow an API-path-like design, i.e.,
every interface exhibits a protocolData property that de-
fines the functionality of that interface. For example, an in-
terface with the protocol data /placeOrder could be called
to instruct a component to place a product order (see Fig-
ure . Interfaces can be bound to other interfaces of the op-
posite direction (incoming resp. outgoing) which represents
communication paths between multiple components; an out-
going interface can activate the incoming interfaces bound
to it. Moreover, interfaces also maintain a visibility prop-
erty whose values can either be PUBLIC (used for interfaces
which are meant to be called from outside of the component)
or PRIVATE (interfaces that are used for internal commu-
nication between components). It is assumed that private
interfaces are always bound to at least one other interface.

Unit tests are modeled as abstract test cases and concrete
test cases. Abstract test cases act as templates for test cases
without concrete values and expected results |32]; the actual
implementation of a test case is represented by concrete test
cases.

The UTBI model represents the actual communication
between multiple components or between components and
their concrete unit test cases by means of messages with an
application-specific payload that form sequences triggered
by a unit test case when it is executed. At the beginning
of each sequence there is a stimulus message that stimulates

specific behavior from a component through an incoming in-
terface of that component. The activated component may
then send a component response message back to the unit
test case or to other components, which in the latter case is
realized by activating bound interfaces. A concrete test case
may also expect an environment response message which
happens as a result of an incoming component response mes-
sage sent by another component. Note that messages are al-
ways considered from the perspective of a specific unit test
(a unit test only sees its own component, other components
are usually replaced by mocks during unit testing); stimu-
lus or environment response messages from a unit test in
the UTBI model can be conceptually replaced by compo-
nent response messages from the view of a different unit
test. For instance, in the example illustrated in Figure [2]
the interface I4 is stimulated by the concrete test case UTC-
2 via the message M4 when the test case is executed, but
in a real run of the program, the same interface (or rather
its real-world equivalent) might instead be activated by the
real-world equivalent of I2 through a real-world equivalent
to the modeled component response message M2 instead.

UTBI models are first created for each component in iso-
lation before they are merged into a global UTBI model in
which bound interfaces are determined in a protocol-specific
way. Once the global UTBI model is created, it is pos-
sible to check for various kinds of integration faults using
Regular-Path Queries (RPQs) [12] and their extension Two-
way Regular-Path Queries (2RPQs) |9] (following [32] and
using terminology from Leung and White [16]):

e Missing/extra function faults: A component expects
another component to have a function which does not
exist. This is the case if there is a private interface that
is not bound to another one of the opposite direction.

e Missing/wrong call faults: The interaction expectation
of unit tests can be used to check whether more com-
plex communication paths within a software system
are executed as expected. If a unit test expects a re-
sponse to a message m1 in the form of another message
ma, one can systematically check whether there exists
an interaction path in the application that connects
m1 with mo in a way that results in mo being sent
after mi. If no such path exists, the unit test exhibits
a wrong expectation about the system.

For the example given in Figure|2] a potential interac-
tion path between the messages M2 and M3 could be
(12,14,15,13) (cf. |32, Figure 4]).

However, even if a path exists for a given interaction
expectation, it can not be guaranteed that the inter-
action expectation is actually correctly fulfilled, as the
payload of the messages can influence the interaction
path and thus also needs to be considered when test-
ing [32].

The presented technique is not able to find extra call faults
(i.e., functions that are called as part of an interaction even
though they should not be called) as the unit tests do not
include information about what functions should not be
called [32]. Likewise, the UTBI model does not consider
wrong function faults (i.e., functions that do not work as
expected) since it is assumed that this kind of fault is found
on the unit test level [32].
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The actual integration test cases are generated as follows:
First, possible interaction expectations are derived from the
UTBI model which are then translated to sequences of ab-
stract unit tests including the interaction paths described by
the interaction expectations. Each abstract unit test case in
the sequence is then mapped to a corresponding integra-
tion test which replaces stimulus and environment response
messages with corresponding component response messages
from other related unit and integration test cases, that in
turn influence the contents of other messages within the in-
tegration test. In case of the example illustrated in Figure
and a given interaction expectation of M3 being a response
to M2, there are two integration test cases generated: One
for the OrderItems unit test case (ITC1) and one for the
ShipIltems test case (ITC2). During the transformation of
the ShipItems test case to ITC2, the stimulus message M4
is replaced by the component response message M2 which
in turn also replaces the message M5 with a corresponding
message M5’ that contains a new payload computed by the
WarehouseService component in response to M2. Likewise,
the environment response message M3 in ITC1 is replaced
by a corresponding component response message from ITC2
that used in place of M5.

3. COMPARISON OF INTEGRATION
TESTING METHODS

Conducting a comprehensive study of many integration
testing methods on multiple large and representative code
bases would be desirable, but it is, of course, out of scope for
this paper and a challenging endeavor since different meth-
ods are developed with different use cases and different tech-
nologies in mind. This is a huge obstacle for investigating the
strengths and weaknesses of individual methods in an unbi-
ased way, as one might need to adapt, modify, or combine
methods in order to get them to work on a given code base,
potentially distorting the method’s functionality as well as
the author’s intentions. Moreover, authors often do not dis-
close enough information (such as source code) to completely
reproduce their approaches in all their facets, making it dif-
ficult to be certain about the correctness of an implemen-

tation of an approach. To still provide a broad overview of
the strengths and weaknesses of the presented methods, we
compare them in terms of their theoretical capabilities as
described in the respective papers.

Strengths of model reconstruction techniques.

Model reconstruction techniques come in handy if there
is no specification or model for a system under test like it
is often the case with third-party components such as com-
mercial off-the-shelf components. They can also counteract
common issues with existing models or specifications (such
as incompleteness or wrong expectations) as discussed in
Chapter

Because model reconstruction approaches usually exhibit
a high degree of automation and can dynamically adapt to
changes in a system, they allow for very early testing.

Weaknesses of model reconstruction techniques.

If the system under test is a black-box, the model can only
be inferred from system behavior visible from the outside
and thus might be incorrect or incomplete. In case of the
Substra framework, for example, if the initial application
runs used to generate the execution traces are erroneous
or don’t cover all of the system’s behavior, the generated
integration test cases are erroneous or incomplete as well.
The UTBI model uses unit tests instead, which will result
in invalid or incomplete integration tests if the unit tests
themselves are wrong or incomplete.

In addition to that, some model reconstruction methods
such as Substra may lead to many generated tests that are
duplicates of each other (cf. [34]) since it is possible to (i)
include arbitrary detours over unrelated functionality and to
(ii) use multiple values exercising the same behavior when
generating test cases. However, the severity of this limita-
tion varies between techniques, as some are able to avoid
duplicates . In the case of finite state machines,
methods are prone to generate redundant test cases if the
generated state machines are not minimal .

As with all fully automated testing methodologies, there
is a need for a test oracle (i.e., a source of truth that decides



whether a test is successful or not), which—because there is
no specification or model-—must be inferred from the soft-
ware system itself and thus might be incorrect or incomplete
as well.

A different challenge for model reconstruction techniques
is the implemented design or architecture of the software
system: The software must be written in a way that enables
the test case generation methods to infer a model from it.
The UTBI model, for example, needs unit tests to follow an
API-path-like format from which it is possible to derive the
required information. If it is not possible to automatically
construct messages from the given unit tests that match the
format required by the UTBI model, it cannot be applied
without additional effort.

Similarly, not all components might expose enough infor-
mation to allow inferring certain models. While the UTBI
model is relatively technology-agnostic by treating the sys-
tem under test like a black-box, the Substra framework re-
quires run-time reflection on the state of the system, which
in practice might not be available.

Strengths of specification-based techniques.

In comparison to the model reconstruction testing tech-
niques, where models are used for the representation of the
expected behavior, by specification-based techniques a sys-
tem is being tested against the specification and the require-
ments of the system under test. Therefore, more of the ex-
pected functionality could be tested and it ensures that the
code meets all of the necessary requirements.

Additionally, the specification-based methods tend to lead
to a more efficient testing, since it is based on well defined set
of rules that represent the expected system behavior, i.e. by
the CDFD-approach (Section these set of rules mostly
covers the pre- and post-conditions of the process. Thus, the
testing could contribute to detecting bug that go undetected
by the application of a not so specification-driven technique.

Specification-based technique also uses the formal specifi-
cation of a system to derive test cases from, which could be
observed by the both specification-driven approaches pre-
sented in the current work (Section and Section 2.1.2).
Thereby, the focus is on representative test cases that pro-
vide the required coverage and on minimizing duplicate test-
ing, which increases performance.

Weaknesses of specification-based techniques.

One of the biggest limitations of specification-based ap-
proaches is its depending on an accurate, comprehensive
and consistent specification, which could be challenging, ex-
pensive and difficult to maintain. Furthermore it could be
limiting of terms of testing of unexpected behavior, as the
specification-based testing is executed only towards an es-
tablished criteria. Therefore, it is mainly suitable for the
testing of the functional requirements of a system, not so
much for the usability-related requirements.

4. CONCLUSION

In this paper, we presented and compared different ap-
proaches to automatic integration testing with a focus on
specification-based techniques and model reconstruction.
We summarized the current state of research in this specific
area and illustrated its difficulties as well as the advantages
and limitations of the presented integration testing tech-

Aspect Spec.-based Methods Model Reconstr.

System requirements System spec. needed No model or spec.
needed, but other
method-specific  infor-
mation

Automated Yes Yes

Early testing Possible Possible

Completeness
Correctness
Duplicate tests

Test all requirements Depends on system
Need correct spec.

Minimized

Depends on system
Common

Table 1: Overview of our results

niques, which each find a specific niche of application. Due
to the scope of this paper, only a rough comparison could be
made. Still, this knowledge could support practitioners to
select the most appropriate methods for their specific needs
or even to apply a combination of the described strategies.
Therefore, the current work could contribute to a more re-
liable integration testing process in future efforts.
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ABSTRACT

ML-enabled systems, due to their complexity and dynamic
nature, present unique documentation challenges that dif-
fer significantly from traditional software systems. This
paper conducts a systematic review of the existing litera-
ture to identify and address these challenges. We explore
the specific documentation needs of various stakeholders,
including data scientists, ML engineers, and project man-
agers, highlighting the critical role of comprehensive and
up-to-date documentation in enhancing transparency, repro-
ducibility, and maintainability. By examining current doc-
umentation strategies, we provide insights into improving
clarity and usability. FactSheets and Model Cards enhance
transparency and accountability, architectural diagrams of-
fer detailed visual representations of system components,
and interactive notebooks integrate code with narrative text
and visualizations to support comprehensive documentation.
Our findings discuss the existing challenges and aim to sup-
port the creation of more effective documentation frame-
works in rapidly evolving ML environments, ultimately pro-
moting better communication, accountability, and efficiency
across ML projects. Through this review, we offer practi-
cal recommendations for improving documentation practices
and highlight areas for future research to further enhance the
documentation of ML systems.

Categories and Subject Descriptors

D.2 [Software Engineering]: Software Management—produc-
tivity, programming teams, software configuration manage-
ment; D.2.7 [Distribution, Maintenance, and Enhancement|:
[Documentation, Performance Measures|; 1.2.6 [Artificial In-
telligence|: [Learning, Concept learning, Knowledge acqui-
sition]
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1. INTRODUCTION

Machine learning (ML) is a transformative technology,
that revolutionizes various industries by enabling systems
to learn from data and improve continuously. However, the
integration of ML into software systems introduces unique
documentation challenges, distinguishing it from traditional
software engineering. Effective documentation is necessary
to ensure the transparency, efficiency, reproducibility, and
maintainability of ML models. Unlike conventional software,
ML systems involve complex data handling, model training,
and evolving algorithms, requiring a specialized documenta-
tion approach (3}, |8].

The complexity of ML systems requires documentation
that not only describes the final product but also captures
the processes and decisions involved in model development.
This includes data preprocessing, model architectures, train-
ing procedures, and evaluation metrics. Proper documen-
tation supports accountability by allowing stakeholders to
track model performance, identify biases, and consider eth-
ical implications [3]. Due to the dynamic nature of ML
systems, documentation must be continuously updated to
reflect changes in data, algorithms, and model parameters
|7]. Consequently, comprehensive documentation can miti-
gate technical debt and improve long-term maintainability
of ML systems [30].

Despite the critical importance of documentation in ML
projects, current practices often fall short [22]. A recent
study from 2024 found that only 39.62% of models and
28.48% of datasets in one of the largest model stores, Hug-
ging Face, have documentation [24]. Frequent updates and
rapid iteration cycles complicate maintaining comprehensive
and accessible documentation. Traditional documentation
tools often fail to capture the complexity and evolving na-
ture of ML workflows. This gap presents significant chal-
lenges for data scientists, ML engineers, and project man-
agers, who rely on accurate and up-to-date documentation
to perform their roles effectively [13]. Existing solutions lack
the adaptability required to keep up with the pace of ad-
vancements in ML technologies [21].

Through a systematic review of the literature, this paper
will address the following research questions:

e RQ1: What are the specific documentation needs of
various roles within ML projects?



e RQ2: What are the current state-of-the-art solutions
for documenting ML systems?

e RQ3: What are the main challenges in the documen-
tation of ML systems?

This paper aims to address the aforementioned challenges
by conducting a review of documentation practices tailored
to the specific needs of different roles within ML projects.
By identifying the unique documentation requirements and
obstacles faced by various stakeholders, this research seeks
to review the usability and comprehensibility of ML docu-
mentation. Additionally, it will explore strategies for cre-
ating adaptable documentation that can evolve alongside
ML systems and review tools and frameworks that facilitate
continuous and automated documentation updates [16]. By
answering these questions, this research aims to provide in-
sights and recommendations for improving documentation
practices in ML-enabled software systems, ultimately sup-
porting better communication, accountability, and efficiency
across ML projects.

2. METHODOLOGY

This section outlines the methodological approach adopted
for this study, detailing the systematic review process, PICOC
framework, search strategy, data extraction and analysis
procedures. We used Parsifal, a web-based tool for sys-
tematic reviewd'} to support the entire review process and
ensure a structured and efficient workflow.

2.1 Systematic Review Approach

To comprehensively examine the documentation needs and
challenges associated with ML-enabled software systems, we
employed a systematic review approach. Systematic reviews
are rigorous methods used to gather, critically evaluate, and
synthesize research findings on a particular topic [29]. This
approach ensures thoroughness and minimizes bias, provid-
ing a solid basis for identifying key themes and gaps in the
literature.

The methodological framework guiding this systematic re-
view involved several key steps. Initially, we defined the re-
search questions to direct the review process. Following this,
a detailed review protocol was established, outlining the cri-
teria for study selection. An extensive literature search was
conducted in several databases to identify relevant studies.
The identified studies were then screened using predefined
inclusion and exclusion criteria. Key information was sys-
tematically extracted from the selected studies, which was
then analyzed and synthesized to draw meaningful conclu-
sions.

2.2 PICOC Framework

We applied the PICOC framework to systematically struc-
ture our review, defining the Population, Intervention, Com-
parison, Outcome, and Context [29]. This framework helps
in clearly specifying the key components of our review and
ensures a focused approach:

e Population: This component specifies the groups in-
volved in the study. In our review, the population

!The entire review process was conducted using Parsifal,
a web-based tool for systematic reviews (https://parsif.

al/).

includes developers, data scientists, project managers,
and ML engineers who interact with ML-enabled sys-
tems and their documentation.

e Intervention: This refers to the treatment or action be-
ing studied. For our review, the intervention is the doc-
umentation practices in ML-enabled systems, which
include various strategies and tools.

e Comparison: The comparison component involves com-
paring the intervention against another treatment or
the absence of treatment. We do not have a direct
comparison group, as we focus solely on the interven-
tion of documentation practices.

e Outcome: This defines the effects or results that are
being measured. Our review aims to assess the effec-
tiveness of different documentation methods, the chal-
lenges faced in ML documentation, and the improve-
ments in project outcomes resulting from enhanced
documentation practices.

e Context: This component describes the environment
in which the study is conducted. For our review, the
context includes both commercial software develop-
ment and academic environments where ML-enabled
systems are developed and maintained.

2.3 Search Strategy

A critical component of our systematic review was the
search strategy employed to identify relevant studies. This
involved conducting comprehensive searches across multi-
ple academic databases, including Google Scholar, IEEE
Xplore, the ACM Digital Library, and arXiv. By using a
wide array of sources, we aimed to capture a broad spec-
trum of research related to ML documentation practices and
tools. The search terms were carefully chosen to encompass
various aspects of documentation in ML systems, including:

e "Automatic documentation of machine learning sys-
tems”

e "ML documentation tools”
e "Documentation practices in ML”

To maintain the relevance and quality of the studies in-
cluded in our review, we applied specific inclusion and ex-
clusion criteria. These criteria helped us focus on the most
relevant and high-quality research. The inclusion criteria
were publications from 2015 to 2024, ensuring the review
covered recent advancements and trends; studies that specif-
ically address documentation practices, tools, and challenges
in ML systems; and peer-reviewed journal articles, confer-
ence papers, and high-quality grey literature that provide
substantial contributions to the topic. The exclusion crite-
ria included studies irrelevant to ML documentation, such as
those focused solely on traditional software systems without
an ML component, and outdated practices that do not re-
flect current trends and technologies in ML documentation.
This strategic approach ensured that we gathered a compre-
hensive set of studies relevant to our research questions.
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2.4 Data Extraction and Analysis

After selecting the relevant studies, we proceeded with a
detailed analysis phase. We scanned the remaining papers
thoroughly to decide which were not needed. Additionally,
we manually added selected papers not directly in the ML
field or published before 2015 if considered relevant. Fol-
lowing these steps, we conducted the data extraction and
analysis phase using Parsifal. The data extraction process
involved capturing detailed information from each study, in-
cluding study objectives, methodologies, findings, and rele-
vance to the research questions. The extracted data were or-
ganized into categories corresponding to the documentation
needs and challenges identified in our research questions.
We then integrated the findings across studies, identifying
common themes, gaps, and potential solutions for improving
documentation practices in ML systems.

Initially, we identified 170 papers through an extensive
search across multiple databases (see Figure. After apply-
ing our inclusion and exclusion criteria, 132 papers remained
for detailed analysis. Following the detailed analysis, we fi-
nally selected 39 papers for this study. Figure [2] illustrates
the distribution of references per year. This figure shows the
trend of publication years for the selected references, high-
lighting the growing interest in ML documentation practices
in recent years. This rigorous process ensured that our re-
view was comprehensive and focused on the most relevant
studies.

3. RESULTS

Our review of documentation practices in ML-enabled sys-
tems highlights a varied landscape where documentation is
crucial for ensuring transparency, reproducibility, and col-
laboration. These findings emphasize the need for customized
documentation strategies that meet the specific requirements
of different roles within ML projects. By examining the doc-
umentation needs of various stakeholders, we can pinpoint
best practices and identify areas that require enhancement.

3.1 Role-Specific Documentation Needs

Various roles within ML projects have unique documenta-
tion requirements. Understanding these role-specific needs
helps in creating documentation that is both useful and ef-
ficient. This study focuses on data scientists, ML engineers,
and project managers, as they represent the most relevant
roles within ML projects. This classification, commonly
used in other scientific works, reflects the diverse but in-
terconnected responsibilities essential for the development,
deployment, and management of ML systems. This section
addresses the first research question (RQ1), exploring the
specific documentation needs of these roles. Table[[]summa-
rizes stakeholders, their primary interests, and the common

artifacts used within ML-enabled systems.

Table 1:

Stakeholder Interests and Artifacts

Stakeholder

Primary Interests

Common Artifacts

Data Scientists

Understand data
Understand models
Model performance
Ensure reproducibility

Data Cards

Model Cards
Experiment records
Evaluation metrics
Visualizations

ML Engineers

Understand models
Understand data
Deployment
Maintenance

System architecture
APIs and data pipelines

Model Cards

Data Cards
Architectural diagrams
Process guidelines

Project Managers

Project overview
Timelines

Resource management
Business objectives

Gantt charts

Status reports

Risk management plans
User stories

3.1.1 Data Scientists

Data scientists require comprehensive documentation to
ensure the reproducibility of experiments and the clarity and
transparency of their analytical processes. Therefore, it is
necessary to document the steps taken during the model
development and performance evaluation, including prepro-
cessing, feature engineering, model tuning, and the defini-
tion of metrics. This ensures that experiments can be repli-
cated . Maintaining thorough records of experiments,
including hypotheses, test results, and conclusions, is a best
practice for developers. This includes detailed descriptions
of data sources, datasets, and variables, which promote con-
sistency and clarity in data interpretation . Further-
more, summarized data findings and visualizations are vital
for communicating insights to stakeholders, thereby enabling
informed decision-making @ .

Data scientists face challenges in documenting the exten-
sive details of their work, including maintaining up-to-date
documentation, and ensuring it is useful for others. Cur-
rent documentation approaches are often ad hoc and insuf-
ficiently detailed, which can hinder effective collaboration
with ML engineers and project managers . Therefore,
providing clear documentation of requirements and data qual-
ity is important to align team efforts and ensure the smooth
integration and operation of ML models .

3.1.2 ML Engineers

ML engineers focus on the technical documentation nec-
essary for deploying and maintaining ML systems . De-
tailed documentation of the system architecture, APIs, and
data pipelines ensures that each component is well-defined



and integrated |15} |27]. This foundational information helps
developers understand the system’s operational aspects and
how various technologies interact within it. In addition, ML
engineers must possess a depth of knowledge regarding the
model design, algorithms, features, training processes, and
evaluation metrics 22} [37]. Moreover, comprehensive guide-
lines on coding standards, testing frameworks, deployment
procedures, and environment and dependency information
are crucial for maintaining code quality and reliability across
different stages of development and deployment [16, |36} 27,
32]. The documentation of model performance in a variety
of scenarios enables developers to identify potential weak-
nesses and implement improvements, thereby maintaining
high-performance standards |22 [37].

ML engineers encounter difficulties with integrating ML
models into production systems, particularly regarding the
technical complexity and the need for clear documentation
of model specifications and deployment processes. Their in-
terdisciplinary work with data scientists requires careful co-
ordination and clear documentation to ensure smooth inte-
gration and operation [22|. Effective collaboration with data
scientists and project managers involves identifying and de-
composing requirements and negotiating data quality and
quantity to meet project needs [22].

3.1.3 Project Managers

Project managers need documentation that provides a
comprehensive overview of the project and ensures align-
ment with business objectives. This includes detailed project
roadmaps outlining timelines, milestones, and deliverables
to ensure team alignment 31} |34]. Market research insights
inform the development of detailed product features and
user stories, thereby ensuring that developers and designers
have a clear understanding of project requirements [9} (10}
23]. Furthermore, performance reports, which track met-
rics and analytics related to product performance and user
engagement provide crucial feedback for assessing success
and identifying areas for improvement [6]. Compliance doc-
uments that detail the necessary regulations and standards
ensure that the product adheres to relevant legal and regu-
latory requirements [11].

The key for project managers is to balance various stake-
holders’ demands while ensuring that documentation is nei-
ther too cumbersome for the team nor too superficial to be
useful. They must guarantee that documentation practices
facilitate the project’s overall management without becom-
ing a bottleneck [31]. Managers actively engage in regular
communication with data scientists and ML engineers, fa-
cilitating the exchange of information through meetings and
updates. Understanding the basics of ML solutions helps
project managers to coordinate effectively with technical
teams and ensure the integration of technical and business
objectives. Effective collaboration is central to ensuring that
efforts are aligned, work is seamlessly integrated, and that
data quality and project requirements are met [22].

3.2 State of Art of Current Solutions

In the field of ML, which is undergoing rapid evolution,
the need for robust documentation methods is becoming in-
creasingly significant. A variety of tools and methodologies
have been developed to ensure transparency, accountability,
and reliability in ML systems. Among these, Factsheets,
Model Cards, Data Cards, architectural diagrams, and inter-

Citizen Participation Factsheet

Figure 3: Exemplary FactSheet [5].

active notebooks have emerged as instruments for document-
ing ML systems. In order to address the second research
question (RQ2), we have decided to focus on the aforemen-
tioned tools, which we see as the most relevant in current
practice. This section reviews these current solutions, high-
lighting their structure, implementation, and impact on the
ML field.

3.2.1 FactSheets

FactSheets are a valuable tool for documenting ML sys-
tems, providing structured information about the develop-
ment, deployment, and operational attributes of these sys-
tems (see Figure [3)). They serve as a form of transparent
reporting, aimed at increasing trust and accountability in
ML systems. FactSheets document essential details about
ML models and services, addressing various dimensions of
the AT model’s lifecycle such as data, performance, safety,
reliability, security, and lineage [28]. By standardizing the
communication of these attributes, FactSheets help stake-
holders, including developers, users, and regulators, to make
informed decisions about the ML systems they interact with
146 15].

The methodology for creating FactSheets involves several
iterative steps that include key roles such as project man-
agers, data scientists, and ML engineers. Initially, it involves
understanding the needs and information requirements of
potential FactSheet consumers. This step includes gathering
insights through interviews, surveys, and feedback sessions
to determine what information is crucial for different roles
and how it influences their decision-making processes. Next,
it is important to identify the types of information that Fact-
Sheet producers can provide. Data scientists typically doc-
ument model creation processes, including data preprocess-
ing, model training details, and performance metrics. ML
engineers contribute information on testing procedures, de-
ployment strategies, and monitoring details. Project man-
agers provide project goals, timelines, and accountability
structures. The FactSheet template should be adaptable to
accommodate different types of information and formats, en-
suring it meets stakeholders’ diverse needs [4]. Filling in the
FactSheet template with actual data from the Al model or
service involves multiple iterations and refinements. Feed-
back from both producers and consumers of FactSheets is
essential to ensure the captured information is accurate, un-
derstandable, and useful |28].

FactSheets have been successfully applied in various do-
mains to document both standalone models and complex



AT services, facilitating their integration into larger systems.
For instance, FactSheets have been tailored to document the
transparency and traceability of analog in-memory comput-
ing Al models, highlighting their applicability across differ-
ent hardware and software contexts .

Despite the robust framework offered by FactSheets, their
creation is exhaustive due to multiple iterations, and their
implementation faces challenges such as the dynamic nature
of Al models that evolve over time. Future research aims to
refine FactSheet templates and methodologies to ensure they
remain adaptable and comprehensive. Additionally, explor-
ing the integration of FactSheets with other transparency
tools like Model Cards and Datasheets for Datasets could
further enhance their utility and adoption .

Datasheets and Data Cards provide broad insights into
datasets and models, enhancing transparency and facilitat-
ing responsible use. Datasheets for Datasets aim to com-
municate the details of datasets, including the data collec-
tion process, the composition of the dataset, and potential
biases or limitations. This descriptive documentation en-
sures that users understand the origins and characteristics
of the data, which is essential for evaluating its suitability
for specific applications and for identifying any inherent bi-
ases that could impact model performance [14]. Similarly,
Data Cards describe datasets from multiple perspectives, in-
cluding data view, collection process, composition, intended
use, and quality, further promoting transparency and ac-
countability in ML systems .

3.2.2 Model Cards

Model Cards have as well emerged as a significant tool for
documenting ML models. While FactSheets provide com-
prehensive broad documentation for entire Al systems, Model
Cards focus specifically on the performance and evaluation
of individual ML models. As shown in Figure [d] the pri-
mary objective of Model Cards is to enhance transparency
and accountability in ML by providing detailed documenta-
tion of a model’s performance, intended use cases, and lim-
itations across different conditions and demographic groups
. Therefore, this tool aims to ensure that users of ML
models understand the conditions under which a model per-
forms well, its potential biases, and its limitations. This is
crucial in preventing the misuse of models in inappropriate
contexts and ensuring that they are applied in ways that
align with their design and training .

A typical Model Card includes several key components:

e Model Details: Information about the model’s archi-
tecture, training data, and intended use. This section
also outlines the version of the model and any relevant
licensing information.

e Intended Use: Specifies the applications for which the
model is designed and the contexts in which it should
not be used.

e Factors: Lists relevant demographic or phenotypic fac-
tors (e.g., age, gender, race) and intersectional groups
that are considered in the model’s evaluation.

e Metrics: Provides benchmarked performance metrics
across different conditions and groups to highlight any
disparities or biases in the model’s behavior.

Model Details

» The TOXICITY classifier provided by Perspective API [32],
trained to predict the likelihood that a comment will be
perceived as toxic.

» Convolutional Neural Network.

# Developed by Jigsaw in 2017

Intended Use

» Intended to be used for a wide range of use cases such as
supporting human moderation and providing feedback to
comment authors.

« Not intended for fully automated moderation.

® Not intended to make judgments about specific individuals.

Factors

cusing on sexual orientation, gender identity, and race.
Metrics
« Pinned AUC, as presented in [11], which measures

o Identity terms referencing frequently attacked groups, fo-

Model Card - Toxicity in Text

Training Data

» Proprietary from Perspective APL Following details in [11]
and [32], this includes comments from a online forums such
as Wikipedia and New York Times, with crowdsourced
labels of whether the comment is “toxic™.

* “Toxic" is defined as "a rude, disrespectful, or unreasonable
comment that is likely to make you leave a discussion”*

Evaluation Data

» A synthetic test set generated using a template-based ap-
proach, as suggested in [11], where identity terms are
swapped into a variety of template sentences,

» Synthetic data is valuable here because [11] shows that
real data often has disproportionate amounts of toxicity
directed at specific groups. Synthetic data ensures that we
evaluate on data that represents both toxic and non-toxic
statements referencing a variety of groups.

Caveats and Recommendations

o Synthetic test data covers only a small set of very specific
comments. While these are designed to be representative of
common use cases and concerns, it is not comprehensive

threshold-agnostic separability of taxic and non-toxic com-
ments for each group, within the context of a background
distribution of other groups

Ethical Considerations

» Fallowing [31), the Perspective APT uses a set of values
to guide their work, These values are Community, Trans-
parency, Inclusivity, Privacy, and Topic-neutrality. Because
of privacy considerations, the model does not take into ac-
count user history when making judgments about toxicity.

Quantitative Analyses

Plased ALC by Usitary Groups (Version 1) Pinned AUC by Unitary Groups (Versisa 51

Figure 4: Exemplary Model Card .

e Evaluation and Training Data: Describes the datasets
and methodologies used for evaluating and training the
model.

e Ethical Considerations: Discusses potential ethical is-
sues related to the model’s deployment, including fair-
ness, accountability, and transparency.

e Caveats and Recommendations: Offers guidance on the
limitations of the model and recommendations for its
appropriate use.

The implementation of Model Cards involves a systematic
approach to documenting and reporting ML models. For in-
stance, Google has developed a Model Card Toolkit (MCTﬂ
to streamline the creation of Model Cards. The MCT pro-
vides a schema in JSON format for capturing essential de-
tails about a model and includes tools for visualizing this
information in a standardized format. The toolkit supports
the integration of Model Cards into the development work-
flow, making it easier for developers to create and maintain
documentation.

Despite their benefits, the adoption of Model Cards also
presents challenges. Creating comprehensive and accurate
Model Cards requires significant effort and expertise. Addi-
tionally, there is still a need for standardized methodologies
for evaluating and reporting model performance, particu-
larly for complex and high-stakes applications . Future
research should focus on developing robust frameworks and
tools to support the creation, automated updating and shar-
ing of Model Cards, as well as exploring ways to integrate
community feedback into the documentation process .

*https:/ /blog.research.google/2020/07 /introducing-model-
card-toolkit-for.html



3.2.3 Architectural Diagrams

Architectural diagrams visualize the structure and inter-
actions within ML systems. These diagrams provide a big-
picture view that helps everyone involved to understand how
the system is set up and how its parts work together. They
make it easier to see the overall design and the connections
between components |18} |38].

Various types of architectural diagrams serve distinct pur-
poses in documenting ML systems. A system overview di-
agram provides a high-level perspective of the entire ML
system, highlighting key components and their interactions
without looking into details. Component diagrams, on the
other hand, detail the organization and dependencies among
various components, focusing on software modules, their
roles, and how they work together to deliver functional-
ity [33]. Data flow diagrams illustrate the movement of
data within the system, detailing processes, data stores, and
external entities, which is crucial for understanding data
processing and transformation steps [39]. Deployment ar-
chitecture diagrams show the physical distribution of soft-
ware components across different nodes such as servers and
databases, visualizing their distribution and execution in the
deployment environment [33]. Sequence diagrams capture
the sequence of interactions between components or objects
in specific scenarios, highlighting the flow of messages and
the order of actions to demonstrate the dynamic behavior
of the system [1]. Interaction diagrams focus on the interac-
tions between components during specific operations, often
including sequence diagrams or flowcharts to depict the or-
der of operations and dependencies [18|. Security architec-
ture diagrams address the security measures within the ML
system, covering aspects like privacy, integrity, and access
control to ensure security concerns are adequately managed.

Architectural diagrams make it easier for developers to
keep their documentation up-to-date and understandable
[18]. However, there are challenges, such as the time and
expertise required to create detailed diagrams and the lack
of standardized methods for complex systems [2]. Addition-
ally, it is difficult to capture the dynamic aspects of many
ML components [33} |38]. Future efforts should focus on de-
veloping better tools and frameworks to make this process
more efficient and automated, and to enable teams to col-
laborate effectively on these diagrams |[2].

3.2.4  Jupyter Notebooks

Interactive notebooks, such as Jupyter Notebooks, inte-
grate executable code with explanatory text and visualiza-
tions. This integration supports a literate programming ap-
proach, presenting the logic underlying the code alongside
the code. Consequently, notebooks facilitate the usability
and comprehensibility of ML system workflows by provid-
ing a transparent, cohesive and reproducible documentation
format [17].

Data scientist workflows frequently entail iterative and ex-
ploratory processes. Notebooks support this process by al-
lowing users to execute code in small, manageable blocks
(cells), thus making it possible to test and refine models
incrementally. This iterative process is well-documented
within the notebook, providing a clear record of the analy-
sis steps, and decision points, and ensuring reproducibility,
which are essential for maintaining the reliability and in-
tegrity of ML systems |12]. The interactive nature of note-
books also enables collaboration among data scientists and

ML engineers. Notebooks can be shared, reviewed, edited
and documented by multiple users [12].

Although notebooks offer several advantages, they can be-
come disorganized with duplicated, out-of-order code, and
minimal documentation, making them difficult to maintain
and understand [17]. To address these challenges, various
tools have been developed to improve the quality and main-
tainability of notebook documentation. These tools enforce
best practices for code quality, reproducibility, and docu-
mentation, ensuring that notebooks remain well-structured
and accessible [26]. In addition, automated documentation
tools analyze the code within notebooks in real time, gener-
ating up-to-date documentation that aligns with the latest
code changes. For example, techniques for labeling note-
book cells with ML pipeline stages and generating depen-
dency graphs further aid in navigation and understanding
|17]. Such tools are essential for maintaining clear and com-
prehensive documentation as ML projects growing in com-
plexity struggle to keep their documentation updated [20].

Furthermore, as ML models and datasets grow in size,
executing notebooks on local machines becomes impracti-
cal. Integrating notebooks with high-performance comput-
ing (HPC) systems addresses the limitations of scalability,
facilitating distributed training and hyperparameter opti-
mization for large datasets and complex models. The in-
tegration of interactive widgets and real time monitoring
within the context of notebooks enhances human-in-the-loop
interactivity, which is a key aspect in the effective develop-
ment of ML models [12].

3.3 Discussion

Our analysis revealed diverse documentation needs within
ML projects, necessitating tailored practices to effectively
support all stakeholders. We examined the most relevant
tools currently used for documenting ML systems and iden-
tified several significant challenges, addressing the third re-
search question (RQ3).

A primary challenge is the inherent complexity of ML
systems. Current documentation practices and tools are
often insufficient for ML needs. Traditional documenta-
tion tools typically fail to capture the complexity of ML
workflows, resulting in inconsistent and incomplete records.
Given processes require detailed documentation to ensure
reproducibility and clarity. Capturing the rationale behind
model choices and specific configurations is essential, but
challenging. In addition, the dynamic nature of ML systems,
which are frequently updated with new data and evolving
algorithms, complicates the task of maintaining up-to-date
documentation. The rapid iteration cycles characteristic of
ML projects can quickly render existing documentation ob-
solete.

Effective collaboration and communication are important
to success of ML projects, but the interdisciplinary nature
creates barriers. Clear documentation is necessary to facil-
itate collaboration between data scientists, ML engineers,
and project managers. However, different documentation
practices and requirements can hinder this process. The
lack of standardized methodologies impedes effective com-
munication and collaboration between stakeholders. More-
over, the question of responsibility for documentation is of-
ten unclear, leading to scenarios where documentation tasks
are neglected altogether. Ensuring that documentation is
usable and comprehensible for all stakeholders, especially



those with varying levels of technical expertise, adds to the
challenge. Therefore, balancing stakeholder demands while
ensuring documentation is neither too cumbersome nor too
superficial is a significant challenge.

Furthermore, ethical and accountability concerns also play
a role in ML documentation. Documentation must include
considerations of biases in data and models, as well as eth-
ical implications of ML applications. Comprehensive and
transparent documentation practices are essential to address
these concerns, but they are often lacking in current prac-
tices.

While the existing documentation tools offer significant
advantages, the challenges of inconsistency, incompleteness,
and difficulty in maintaining comprehensive documentation
contribute to the overall lack of sufficient documentation in
ML projects. Significant improvements are needed to en-
sure that documentation is both comprehensive and acces-
sible. There is a critical need for ML-specific automated
documentation tools that can cover the entire process and
dynamically update themselves to keep pace with the rapidly
evolving nature of ML systems.

4. CONCLUSION & FUTURE WORK

This paper presents the findings of a systematic review
of documentation practices for ML systems, with a partic-
ular focus on the distinctive challenges and requirements
associated with these systems. The integration of ML into
software systems necessitates the implementation of special-
ized documentation approaches to ensure transparency, re-
producibility, and maintainability. Effective documentation
is essential for capturing the complexities of ML workflows,
including data preprocessing, model development, and eval-
uation metrics.

This review addressed the three primary research ques-
tions. Firstly, we identified the specific documentation needs
of various roles within ML projects, such as data scientists,
ML engineers, and project managers. This revealed the ne-
cessity for tailored documentation strategies that cater to
the unique requirements of each role. Secondly, we evaluated
the current state-of-the-art solutions, including FactSheets,
Model Cards, architectural diagrams, and interactive note-
books, for documenting ML systems. This provided insights
into the tools and frameworks that enhance transparency
and accountability in ML projects. Thirdly, we examined
the main challenges in the documentation of ML systems.

Despite the advances in documentation tools and method-
ologies, significant obstacles remain, particularly in main-
taining up-to-date and comprehensive documentation in the
context of the dynamic nature of ML systems. The devel-
opment of automated and standardized ML-specific docu-
mentation tools that are tailored to the diverse needs of ML
teams and can adapt to ongoing data and model changes
is central to overcoming these challenges. Future research
should focus on creating and validating more sophisticated
documentation tools that integrate seamlessly with ML work-
flows, enhancing usability and accessibility for all stake-
holders. Additionally, consistently integrating ethical and
transparency-related documentation practices across ML projects
is essential. Addressing this gap by continuing to refine
and innovate documentation practices will enhance collabo-
ration, reproducibility, and efficiency in ML projects.
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